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QUESTION 1

Users have been reporting that their wireless access point is not functioning. They state that it allows slow connections
to the internet, but does not provide access to the internal network. The user provides the SSID and the technician logs
into the company\\'s access point and finds no issues. Which of the following should the technician do? 

A. Change the access point from WPA2 to WEP to determine if the encryption is too strong 

B. Clear all access logs from the AP to provide an up-to-date access list of connected users 

C. Check the MAC address of the AP to which the users are connecting to determine if it is an imposter 

D. Reconfigure the access point so that it is blocking all inbound and outbound traffic as a troubleshooting gap 

Correct Answer: C 

The users may be connecting to a rogue access point. The rogue access point could be hosting a wireless network that
has the same SSID as the corporate wireless network. The only way to tell for sure if the access point the users are
connecting to is the correct one is to check the MAC address. Every network card has a unique 48-bit address
assigned. A media access control address (MAC address) is a unique identifier assigned to network interfaces for
communications on the physical network segment. MAC addresses are used as a network address for most IEEE 802
network technologies, including Ethernet and WiFi. Logically, MAC addresses are used in the media access control
protocol sublayer of the OSI reference model. MAC addresses are most often assigned by the manufacturer of a
network interface controller (NIC) and are stored in its hardware, such as the card\\'s read-only memory or some other
firmware mechanism. If assigned by the manufacturer, a MAC address usually encodes the manufacturer\\'s registered
identification number and may be referred to as the burned-in address (BIA). It may also be known as an Ethernet
hardware address (EHA), hardware address or physical address. This can be contrasted to a programmed address,
where the host device issues commands to the NIC to use an arbitrary address. A network node may have multiple
NICs and each NIC must have a unique MAC address. MAC addresses are formed according to the rules of one of
three numbering name spaces managed by the Institute of Electrical and Electronics Engineers (IEEE): MAC-48,
EUI-48, and EUI-64. 

Incorrect Answers: 

A: Strong encryption would not cause slow connections to the internet. WPA2 is the standard wireless network
encryption method today and all new computers are capable of using it. Therefore, this answer is incorrect. 

B: Clearing all access logs on the access point would not resolve the connectivity issues. Therefore, this answer is
incorrect. 

D: Blocking all inbound and outbound traffic on the access point will render the access point useless as it will not be
able to send or receive data. Therefore, this answer is incorrect. 

References: http://en.wikipedia.org/wiki/MAC_address 

 

QUESTION 2

A vulnerability scan is reporting that patches are missing on a server. After a review, it is determined that the application
requiring the patch does not exist on the operating system. 

Which of the following describes this cause? 

A. Application hardening 
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B. False positive 

C. Baseline code review 

D. False negative 

Correct Answer: B 

False positives are essentially events that are mistakenly flagged and are not really events to be concerned about. 

Incorrect Answers: 

A: The term hardening is usually applied to operating systems. The idea is to "lock down" the operating system as much
as is practical. For example, ensure that all unneeded services are turned off, all unneeded software is uninstalled,
patches are updated, user accounts are checked for security, and so forth. Hardening is a general process of making
certain that the operating system itself is as secure as it can be. 

C: A baseline represents a secure state and a review of the baseline code is not a vulnerability report that security
patches are missing as stated in the scenario. 

D: A False negative is exactly the opposite of a false positive. With a false negative, you are not alerted to a situation
when you should be alerted. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 28,
52 http://www.cgisecurity.com/questions/falsepositive.shtml 

 

QUESTION 3

A security analyst informs the Chief Executive Officer (CEO) that a security breach has just occurred. This results in the
Risk Manager and Chief Information Officer (CIO) being caught unaware when the CEO asks for further information.
Which of the following strategies should be implemented to ensure the Risk Manager and CIO are not caught unaware
in the future? 

A. Procedure and policy management 

B. Chain of custody management 

C. Change management 

D. Incident management 

Correct Answer: D 

incident management refers to the steps followed when events occur (making sure controls are in place to prevent
unauthorized access to, and changes of, all IT assets). The events that could occur include security breaches. 

Incorrect Answers: 

A: Procedure and Policy management is in essence methods that need to be followed to ensure business continuity. 

B: When working with incident then chain of custody management , i.e. how evidence is secured, where it is stored and
who has access to it, is observed, but this is but a step in incident management. 
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C: Change management refers to the structured approach that is followed to secure a company\\'s assets. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 10,
448 

 

QUESTION 4

Establishing a method to erase or clear cluster tips is an example of securing which of the following? 

A. Data in transit 

B. Data at rest 

C. Data in use 

D. Data in motion 

Correct Answer: B 

 

QUESTION 5

Several employees submit the same phishing email to the administrator. The administrator finds that the links in the
email are not being blocked by the company\\'s security device. Which of the following might the administrator do in the
short term to prevent the emails from being received? 

A. Configure an ACL 

B. Implement a URL filter 

C. Add the domain to a block list 

D. Enable TLS on the mail server 

Correct Answer: C 

Blocking e-mail is the same as preventing the receipt of those e-mails and this is done by applying a filter. But the filter
must be configured to block it. Thus you should add that specific domain from where the e-mails are being sent to the
list of addresses that is to be blocked. 

Incorrect Answers: 

A: ACLs enable devices in your network to ignore requests from specified users or systems or to grant them access to
certain network capabilities. 

B: URL filtering involves blocking websites (or sections of websites) based solely on the URL, restricting access to
specified websites and certain web-based applications. 

D: TLS is a security protocol that further enhances SSL and though this is also a solution to establish a secure
communication connection between two TCP- based machines, it is not short term to prevent emails from being
received. 
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References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
119, 269 
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