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QUESTION 1

Establishing a method to erase or clear cluster tips is an example of securing which of the following? 

A. Data in transit 

B. Data at rest 

C. Data in use 

D. Data in motion 

Correct Answer: B 

 

QUESTION 2

Which of the following can be implemented with multiple bit strength? 

A. AES 

B. DES 

C. SHA-1 

D. MD5 

E. MD4 

Correct Answer: A 

AES (a symmetric algorithm) uses key sizes of 128, 192, or 256 bits. 

Incorrect Answers: 

B: The Data Encryption Standard (DES) has been used since the mid-1970s. It was the primary standard used in
government and industry until it was replaced by AES. It\\'s based on a 56-bit key and has several modes that offer
security and integrity. 

C: The Secure Hash Algorithm (SHA) was designed to ensure the integrity of a message. SHA is a one-way hash that
provides a hash value that can be used with an encryption protocol. This algorithm produces a 160-bit hash value.
SHA-2 has several sizes: 224, 256, 334, and 512 bit. 

D: The Message Digest Algorithm (MD) creates a hash value and uses a one-way hash. The hash value is used to help
maintain integrity. There are several versions of MD; the most common are MD5, MD4, and MD2. MD5 is the newest
version of the algorithm. It produces a 128-bit hash, but the algorithm is more complex than its predecessors and offers
greater security. 

E: The MD4 Message-Digest Algorithm is a cryptographic hash function developed by Ronald Rivest in 1990. The
digest length is 128 bits 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
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250, 251, 255-256 

 

QUESTION 3

A Human Resources user is issued a virtual desktop typically assigned to Accounting employees. A system
administrator wants to disable certain services and remove the local accounting groups installed by default on this
virtual machine. The system administrator is adhering to which of the following security best practices? 

A. Black listing applications 

B. Operating System hardening 

C. Mandatory Access Control 

D. Patch Management 

Correct Answer: B 

 

QUESTION 4

A hacker has discovered a simple way to disrupt business for the day in a small company which relies on staff working
remotely. In a matter of minutes the hacker was able to deny remotely working staff access to company systems with a
script. Which of the following security controls is the hacker exploiting? 

A. DoS 

B. Account lockout 

C. Password recovery 

D. Password complexity 

Correct Answer: B 

B: Account lockout automatically disables an account due to repeated failed log on attempts. The hacker must have
executed a script to repeatedly try logging on to the remote accounts, forcing the account lockout policy to activate. 

Incorrect Answers: 

A: Denial of service (DoS) is a form of attack whose principal objective is preventing the victimized system from
performing valid actions or responding to valid traffic. 

C: The users did not forget their passwords, they were locked out. Furthermore, most times users would be required to
change their passwords instead of recovering them as it is not a secure solution. 

D: since the hacker did not gain access to the system, password complexity would not be exploited as it forms part of
the company\\'s password policy. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 2913- 293. 
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QUESTION 5

The call center supervisor has reported that many employees have been playing preinstalled games on company
computers and this is reducing productivity. Which of the following would be MOST effective for preventing this
behavior? 

A. Acceptable use policies 

B. Host-based firewalls 

C. Content inspection 

D. Application whitelisting 

Correct Answer: D 
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