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QUESTION 1

An organization has several APIs that accept JSON data over HTTP POST. The APIs are all publicly available and are
associated with several mobile applications and web applications. The organization does NOT want to use any
authentication or compliance policies for these APIs, but at the same time, is worried that some bad actor could send
payloads that could somehow compromise the applications or servers running the API implementations. What out-of-
thebox Anypoint Platform policy can address exposure to this threat? 

A. Apply a Header injection and removal policy that detects the malicious data before it is used 

B. Apply an IP blacklist policy to all APIs; the blacklist will Include all bad actors 

C. Shut out bad actors by using HTTPS mutual authentication for all API invocations 

D. Apply a JSON threat protection policy to all APIs to detect potential threat vectors 

Correct Answer: D 

Explanation: We need to note few things about the scenario which will help us in reaching the correct solution. Point 1 :
The APIs are all publicly available and are associated with several mobile applications and web applications. This
means Apply an IP blacklist policy is not viable option. as blacklisting IPs is limited to partial web traffic. It can\\'t be
useful for traffic from mobile application Point 2 : The organization does NOT want to use any authentication or
compliance policies for these APIs. This means we can not apply HTTPS mutual authentication scheme. Header
injection or removal will not help the purpose. By its nature, JSON is vulnerable to JavaScript injection. When you parse
the JSON object, the malicious code inflicts its damages. An inordinate increase in the size and depth of the JSON
payload can indicate injection. Applying the JSON threat protection policy can limit the size of your JSON payload and
thwart recursive additions to the JSON hierarchy. Hence correct answer is Apply a JSON threat protection policy to all
APIs to detect potential threat vectors 

 

QUESTION 2

Refer to the exhibit. 

A Mule application is being designed to expose a SOAP web service to its clients. 

What language is typically used inside the web service\\'s interface definition to define the data structures that the web
service Is expected to exchange with its clients? 

Latest MCIA-LEVEL-1 Dumps | MCIA-LEVEL-1 VCE Dumps | MCIA-LEVEL-1 Braindumps                               2 / 7

https://www.lead4pass.com/mcia-level-1.html
https://www.lead4pass.com/mcia-level-1.html
https://www.lead4pass.com/mcia-level-1.html


https://www.lead4pass.com/mcia-level-1.html
2023 Latest lead4pass MCIA-LEVEL-1 PDF and VCE dumps Download

A. WSDL 

B. XSD 

C. JSON Schema 

D. RAMI 

Correct Answer: B 

Explanation: 

 

QUESTION 3

A team would like to create a project skeleton that developers can use as a starting point when creating API
Implementations with Anypoint Studio. This skeleton should help drive consistent use of best practices within the team. 

What type of Anypoint Exchange artifact(s) should be added to Anypoint Exchange to publish the project skeleton? 

A. A custom asset with the default API implementation 

B. A RAML archetype and reusable trait definitions to be reused across API implementations 

C. An example of an API implementation following best practices 

D. a Mule application template with the key components and minimal integration logic 

Correct Answer: D 

Explanation: * Sharing Mule applications as templates is a great way to share your work with other people who are in
your organization in Anypoint Platform. When they need to build a similar application they can create the mule
application using the template project from Anypoint studio. 

*

 Anypoint Templates are designed to make it easier and faster to go from a blank canvas to a production application.
They\\'re bit for bit Mule applications requiring only Anypoint Studio to build and design, and are deployable both on-
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premises and in the cloud. 

*

 Anypoint Templates are based on five common data Integration patterns and can be customized and extended to fit
your integration needs. So even if your use case involves different endpoints or connectors than those included in the
template, they still offer a great starting point. Some of the best practices while creating the template project: - Define
the common error handler as part of template project, either using pom dependency or mule config file - Define common
logger/audit framework as part of the template project - Define the env specific properties and secure properties file as
per the requirement - Define global.xml for global configuration - Define the config file for connector configuration like
Http,Salesforce,File,FTP etc - Create separate folders to create DWL,Properties,SSL certificates etc - Add the
dependency and configure the pom.xml as per the business need 

-Configure the mule-artifact.json as per the business need 

 

QUESTION 4

A Mule application is running on a customer-hosted Mule runtime in an organization\\'s network. The Mule application
acts as a producer of asynchronous Mule events. Each Mule event must be broadcast to all interested external
consumers 

outside the Mule application. The Mule events should be published in a way that is guaranteed in normal situations and
also minimizes duplicate delivery in less frequent failure scenarios. 

The organizational firewall is configured to only allow outbound traffic on ports 80 and 443. Some external event
consumers are within the organizational network, while others are located outside the firewall. 

What Anypoint Platform service is most idiomatic (used for its intended purpose) for publishing these Mule events to all
external consumers while addressing the desired reliability goals? 

A. CloudHub VM queues 

B. Anypoint MQ 

C. Anypoint Exchange 

D. CloudHub Shared Load Balancer 

Correct Answer: B 

Set the Anypoint MQ connector operation to publish or consume messages, or to accept (ACK) or not accept (NACK) a
message. Reference: https://docs.mulesoft.com/mq/ 

 

QUESTION 5

An API implementation is being designed that must invoke an Order API which is known to repeatedly experience
downtime. For this reason a fallback API is to be called when the Order API is unavailable. What approach to designing
invocation of the fallback API provides the best resilience? 

A. Redirect client requests through an HTTP 303 temporary redirect status code to the fallback API whenever the Order
API is unavailable 

B. Set an option in the HTTP Requester component that invokes the order API to instead invoke a fallback API

Latest MCIA-LEVEL-1 Dumps | MCIA-LEVEL-1 VCE Dumps | MCIA-LEVEL-1 Braindumps                               4 / 7

https://www.lead4pass.com/mcia-level-1.html
https://www.lead4pass.com/mcia-level-1.html
https://www.lead4pass.com/mcia-level-1.html


https://www.lead4pass.com/mcia-level-1.html
2023 Latest lead4pass MCIA-LEVEL-1 PDF and VCE dumps Download

whenever an HTTP 4XX or 5XX response status code is received from Order API 

C. Create a separate entry for the order API in API manager and then invoke this API as a fallback API if the primary
Order API is unavailable 

D. Search Anypoint Exchange for a suitable existing fallback API and them implement invocations to their fallback API in
addition to the Order API 

Correct Answer: A 

Explanation: 

*

 Resilience testing is a type of software testing that observes how applications act under stress. It\\'s meant to ensure
the product\\'s ability to perform in chaotic conditions without a loss of core functions or data; it ensures a quick recovery
after unforeseen, uncontrollable events. 

*

 In case an API invocation fails -- even after a certain number of retries -- it might be adequate to invoke a different API
as a fallback. A fallback API, by definition, will never be ideal for the purpose of the API client, otherwise it would be the
primary API. 

*

 Here are some examples for fallback APIs: 

-

An old, deprecated version of the same API. 

-

An alternative endpoint of the same API and version (e.g. API in another CloudHub region). 

-

An API doing more than required, and therefore not as performant as the primary API. 

- An API doing less than required and therefore forcing the API Client to offer a degraded service, which is still better
than no service at all. 

*

 API clients implemented as Mule applications offer the `Until Successful Scope and Exception\\' strategies at their
disposal, which together allow configuring fallback actions such as a fallback API invocation. 

*

 All HTTP response status codes within the 3xx category are considered redirection messages. These codes indicate to
the user agent (i.e. your web browser) that an additional action is required in order to complete the request and access
the desired resource 
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Hence correct answer is Redirect client requests through an HTTP 303 temporary redirect status code to the fallback
API whenever the Order API is unavailable 
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