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QUESTION 1

A stateful point to point wireless connection going down for a few hours at a time is MOST likely due to which of the
following? 

A. Interference 

B. Configuration 

C. Incorrect MTU size 

D. Incorrect IP 

Correct Answer: A 

 

QUESTION 2

A company is deploying a new wireless network and requires 800Mbps network throughput. Which of the following is
the MINIMUM configuration that would meet this need? 

A. 802.11ac with 2 spatial streams and an 80MHz bandwidth 

B. 802.11ac with 3 spatial streams and a 20MHz bandwidth 

C. 802.11ac with 3 spatial streams and a 40MHz bandwidth 

D. 802.11ac with 4 spatial streams and a 160MHz bandwidth 

Correct Answer: A 

Spatial streaming is used in wireless communications where multiple-input-multiple- output(MIMO) is being used. With
MIMO, multiple antennas are used for transmission and reception. MIMO was available in 802.11n but its capabilities
have 

been extended in 802.11ac. 

802.11ac supports a mandatory 80 MHz channel bandwidth for stations (vs. 40 MHzmaximum in 802.11n), 160 MHz
available optionally and more (up to 8) special streams. 

A single antenna and 80 MHz channel bandwidth provides a bandwidth of 433Mbps. In this question, we need a
minimum bandwidth of 800Mbps. Two antennas and 80 MHz channel bandwidth provides a bandwidth of 867Mbps and
therefore 

meets the requirement. 

 

QUESTION 3

A company has decided to upgrade its legacy phone system to VoIP. The new phones will download the configurations
from a TFTP server each time they boot up. Which of the following firewall ports must be opened to ensure the phones
can communicate with the server? 
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A. 20 

B. 53 

C. 69 

D. 161 

Correct Answer: C 

https://en.wikipedia.org/wiki/Trivial_File_Transfer_Protocol 

 

QUESTION 4

A customer wants to increase firewall security. Which of the following are common reasons for implementing port
security on the firewall? (Select TWO). 

A. Preventing dictionary attacks on user passwords 

B. Reducing spam from outside email sources 

C. Shielding servers from attacks on internal services 

D. Blocking external probes for vulnerabilities 

E. Directing DNS queries to the primary server 

Correct Answer: CD 

Port security is required because if we keep the ports unsecure then hackers can do port scanning and can compromise
the internal secured network so we will have to shield servers to avoid attacks from outside and we need to block
incoming scanning request coming from outside. 

 

QUESTION 5

Which of the following security protocols would BEST protect a connection to a remote email server and ensure full
integrity of all transmitted email communication? 

A. TLS 1.2 

B. SNMPv3 

C. WPA2 

D. SMTP 

Correct Answer: A 
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