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QUESTION 1

A FortiGate unit can scan for viruses on which types of network traffic? (Select all that apply.) 

A. POP3 

B. FTP 

C. SMTP 

D. SNMP 

E. NetBios 

Correct Answer: ABC 

 

QUESTION 2

Which best describe the mechanism of a TCP SYN flood? 

A. The attacker keeps open many connections with slow data transmission so that other clients cannot start new
connections. 

B. The attacker sends a packet designed to "sync" with the FortiGate. 

C. The attacker sends a specially crafted malformed packet, intended to crash the target by exploiting its parser. 

D. The attacker starts many connections, but never acknowledges to fully form them. 

Correct Answer: D 

 

QUESTION 3

What logging options are supported on a FortiGate unit? (Choose two.) 

A. LDAP 

B. Syslog 

C. FortiAnalyzer 

D. SNMP 

Correct Answer: BC 

 

QUESTION 4

On your FortiGate 60D, you\\'ve configured firewall policies. They port forward traffic to your Linux Apache web server.
Select the best way to protect your web server by using the IPS engine. 
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A. Enable IPS signatures for Linux servers with HTTP, TCP and SSL protocols and Apache applications. Configured
DLP to block HTTP GET request with credit card numbers. 

B. Enable IPS signatures for Linux servers with HTTP, TCP and SSL protocols and Apache applications. Configure DLP
to block HTTP GET with credit card numbers. Also configure a DoS policy to prevent TCP SYn floods and port scans. 

C. None. FortiGate 60D is a desktop model, which does not support IPS. 

D. Enable IPS signatures for Linux and windows servers with FTP, HTTP, TCP, and SSL protocols and Apache and
PHP applications. 

Correct Answer: D 

 

QUESTION 5

An administrator sets up a new FTP server on TCP port 2121. A FortiGate unit is located between the FTP clients and
the server. The administrator has created a policy for TCP port 2121. Users have been complaining that when 

downloading data they receive a 200 Port command successful message followed by a 425 Cannot build data
connection message. 

Which of the following statements represents the best solution to this problem? 

A. Create a new session helper for the FTP service monitoring port 2121. 

B. Enable the ANY service in the firewall policies for both incoming and outgoing traffic. 

C. Place the client and server interface in the same zone and enable intra-zone traffic. 

D. Disable any protection profiles being applied to FTP traffic. 

Correct Answer: A 
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