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QUESTION 1

Review the IPsec diagnostics output of the command diagnose vpn tunnel list shown in the exhibit. 

Which of the following statements is correct regarding this output? (Select one answer). 

A. One tunnel is rekeying. 

B. Two tunnels are rekeying. 

C. Two tunnels are up. 

D. One tunnel is up. 

Correct Answer: C 

 

QUESTION 2

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. 

Exhibit A: 
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Exhibit B: What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus
engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed. 

D. The FortiGate unit will reject the infected email and notify the sender. 
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Correct Answer: A 

 

QUESTION 3

An administrator has enabled the DHCP Server on the port1 interface and configured the following based on the
exhibit. 

Which statement is correct based on this configuration? 

A. The MAC address 00:0c:29:29:38:da belongs to the port1 interface. 

B. Access to the network is blocked for the devices with the MAC address 00:0c:29:29:38:da and the IP address
10.0.1.254. 

C. 00:0c:29:29:38:da is the virtual MAC address assigned to the secondary IP address (10.0.1.254) of the port1
interface. 

D. The IP address 10.0.1.254 is reserves for the device with the MAC address 00:0c:29:29:38:da. 

Correct Answer: D 

 

QUESTION 4

Which statements are correct regarding URL filtering on a FortiGate unit? (Choose two.) 

A. The allowed actions for URL filtering include allow, block, monitor and exempt. 

B. The allowed actions for URL filtering are Allow and Block only. 

C. URL filters may be based on patterns using simple text, wildcards and regular expressions. 

D. URL filters are based on simple text only and require an exact match. 

Correct Answer: AC 

 

QUESTION 5

Which of the following regular expression patterns make the terms "confidential data" case insensitive? 
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A. [confidential data] 

B. /confidential data/i 

C. i/confidential data/ D. "confidential data" 

Correct Answer: B 
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