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QUESTION 1

Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable
gateway? (Choose two) 

A. Lookup is done on the first packet from the session originator 

B. Lookup is done on the last packet sent from the responder 

C. Lookup is done on every packet, regardless of direction 

D. Lookup is done on the first reply packet from the responder 

Correct Answer: AB 

 

QUESTION 2

Which statements about DNS filter profiles are true? (Choose two.) 

A. They can inspect HTTP traffic. 

B. They can redirect blocked requests to a specific portal. 

C. They can block DNS requests to known botnet command and control servers. 

D. They must be applied in firewall policies with SSL inspection enabled. 

Correct Answer: BC 

 

QUESTION 3

An administrator has configured central DNAT and virtual IPs. Which of the following can be selected in the firewall
policy Destination field? 

A. A VIP group 

B. The mapped IP address object of the VIP object 

C. A VIP object 

D. An IP pool 

Correct Answer: C 

 

QUESTION 4

Which of the following are purposes of NAT traversal in IPsec? (Choose two.) 

A. To detect intermediary NAT devices in the tunnel path. 
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B. To dynamically change phase 1 negotiation mode aggressive mode. 

C. To encapsulation ESP packets in UDP packets using port 4500. 

D. To force a new DH exchange with each phase 2 rekey. 

Correct Answer: AC 

 

QUESTION 5

How does FortiGate select the central SNAT policy that is applied to a TCP session? 

A. It selects the SNAT policy specified in the configuration of the outgoing interface. 

B. It selects the first matching central SNAT policy, reviewing from top to bottom. 

C. It selects the central SNAT policy with the lowest priority. 

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic. 

Correct Answer: B 
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