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QUESTION 1

How does FortiGate select the central SNAT policy that is applied to a TCP session? 

A. It selects the SNAT policy specified in the configuration of the outgoing interface. 

B. It selects the first matching central SNAT policy, reviewing from top to bottom. 

C. It selects the central SNAT policy with the lowest priority. 

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic. 

Correct Answer: B 

 

QUESTION 2

If traffic matches a DLP filter with the action set to Quarantine IP Address, what action does FortiGate take? 

A. It notifies the administrator by sending an email. 

B. It provides a DLP block replacement page with a link to download the file. 

C. It blocks all future traffic for that IP address for a configured interval. 

D. It archives the data for that IP address. 

Correct Answer: C 

 

QUESTION 3

Why must you use aggressive mode when a local FortiGate IPSec gateway hosts multiple dialup tunnels? 

A. In aggressive mode, the remote peers are able to provide their peer IDs in the first message. 

B. FortiGate is able to handle NATed connections only in aggressive mode. 

C. FortiClient only supports aggressive mode. 

D. Main mode does not support XAuth for user authentication. 

Correct Answer: A 

 

QUESTION 4

Which of the following statements about NTLM authentication are correct? (Choose two.) 

A. It is useful when users log in to DCs that are not monitored by a collector agent. 

B. It takes over as the primary authentication method when configured alongside FSSO. 
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C. Multi-domain environments require DC agents on every domain controller. 

D. NTLM-enabled web browsers are required. 

Correct Answer: AD 

 

QUESTION 5

What criteria does FortiGate use to look for a matching firewall policy to process traffic? (Choose two.) 

A. Services defined in the firewall policy. 

B. Incoming and outgoing interfaces 

C. Highest to lowest priority defined in the firewall policy. 

D. Lowest to highest policy ID number. 

Correct Answer: AB 
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