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QUESTION 1

Refer to the exhibit. 

The exhibit shows a diagram of a FortiGate device connected to the network and the firewall policy and IP pool
configuration on the FortiGate device. 

Which two actions does FortiGate take on internet traffic sourced from the subscribers? (Choose two.) 

A. FortiGate allocates port blocks per user, based on the configured range of internal IP addresses. 

B. FortiGate allocates port blocks on a first-come, first-served basis. 

C. FortiGate generates a system event log for every port block allocation made per user. 

D. FortiGate allocates 128 port blocks per user. 

Correct Answer: BC 

FortiGate Security 7.2 Study Guide (p.109): "FortiGate allocates port blocks on a first-come, first-served basis." "For
logging purposes, when FortiGate allocates a port block to a host, it generates a system event log to inform the
administrator." 

 

QUESTION 2

Which two statements describe how the RPF check is used? (Choose two.) 

NSE4_FGT-7.2 Practice Test | NSE4_FGT-7.2 Study Guide | NSE4_FGT-7.2 Braindumps                               2 / 5

https://www.leads4pass.com/nse4_fgt-7-2.html
https://www.leads4pass.com/nse4_fgt-7-2.html
https://www.leads4pass.com/nse4_fgt-7-2.html


https://www.leads4pass.com/nse4_fgt-7-2.html
2024 Latest leads4pass NSE4_FGT-7.2 PDF and VCE dumps Download

A. The RPF check is a mechanism that protects FortiGate and the network from IP spoofing attacks. 

B. The RPF check is run on the first sent and reply packet of any new session. 

C. The RPF check is run on the first sent packet of any new session. 

D. The RPF check is run on the first reply packet of any new session. 

Correct Answer: AC 

FortiGate Infrastructure 7.2 Study Guide (p.41): "The RPF check is a mechanism that protects FortiGate and your
network from IP spoofing attacks by checking for a return path to the source in the routing table." "FortiGate performs an
RPF check only on the first packet of a new session. That is, after the first packet passes the RPF check and FortiGate
accepts the session, FortiGate doesn\\'t perform any additional RPF checks on that session." 

A. The RPF check is a mechanism that protects FortiGate and the network from IP spoofing attacks. This is true
because the RPF check verifies that the source IP address of an incoming packet matches the reverse route for that
address, meaning that the packet came from a legitimate source and not from an attacker who is trying to impersonate
another host. This prevents IP spoofing attacks, where an attacker sends packets with a forged source IP address to
bypass security policies or launch denial-of-service attacks1 C. The RPF check is run on the first sent packet of any new
session. This is true because the RPF check is performed only once per session, on the first packet sent by either the
client or the server, depending on the direction of the session initiation. This reduces the processing overhead and
improves performance2 

 

QUESTION 3

Which two statements are true about the RPF check? (Choose two.) 

A. The RPF check is run on the first sent packet of any new session. 

B. The RPF check is run on the first reply packet of any new session. 

C. The RPF check is run on the first sent and reply packet of any new session. 

D. RPF is a mechanism that protects FortiGate and your network from IP spoofing attacks. 

Correct Answer: AD 

Reference: https://www.programmersought.com/article/16383871634/ 

 

QUESTION 4

Refer to exhibit. 

An administrator configured the web filtering profile shown in the exhibit to block access to all social networking sites
except Twitter. However, when users try to access twitter.com, they are redirected to a FortiGuard web filtering block
page. 

NSE4_FGT-7.2 Practice Test | NSE4_FGT-7.2 Study Guide | NSE4_FGT-7.2 Braindumps                               3 / 5

https://www.leads4pass.com/nse4_fgt-7-2.html
https://www.leads4pass.com/nse4_fgt-7-2.html
https://www.leads4pass.com/nse4_fgt-7-2.html


https://www.leads4pass.com/nse4_fgt-7-2.html
2024 Latest leads4pass NSE4_FGT-7.2 PDF and VCE dumps Download

NSE4_FGT-7.2 Practice Test | NSE4_FGT-7.2 Study Guide | NSE4_FGT-7.2 Braindumps                               4 / 5

https://www.leads4pass.com/nse4_fgt-7-2.html
https://www.leads4pass.com/nse4_fgt-7-2.html
https://www.leads4pass.com/nse4_fgt-7-2.html


https://www.leads4pass.com/nse4_fgt-7-2.html
2024 Latest leads4pass NSE4_FGT-7.2 PDF and VCE dumps Download

Based on the exhibit, which configuration change can the administrator make to allow Twitter while blocking all other
social networking sites? 

A. On the FortiGuard Category Based Filter configuration, set Action to Warning for Social Networking 

B. On the Static URL Filter configuration, set Type to Simple 

C. On the Static URL Filter configuration, set Action to Exempt. 

D. On the Static URL Filter configuration, set Action to Monitor. 

Correct Answer: C 

Reference: https://fortinet77.rssing.com/chan-56127603/article113.html Based on the exhibit, the administrator has
configured the FortiGuard Category Based Filter to block access to all social networking sites, and has also configured a
Static URL Filter to block access to twitter.com. As a result, users are being redirected to a block page when they try to
access twitter.com. To allow users to access twitter.com while blocking all other social networking sites, the
administrator can make the following configuration change: On the Static URL Filter configuration, set Action to Exempt:
By setting the Action to Exempt, the administrator can override the block on twitter.com that was specified in the
FortiGuard Category Based Filter. This will allow users to access twitter.com, while all other social networking sites will
still be blocked. 

 

QUESTION 5

Which of statement is true about SSL VPN web mode? 

A. The tunnel is up while the client is connected. 

B. It supports a limited number of protocols. 

C. The external network application sends data through the VPN. 

D. It assigns a virtual IP address to the client. 

Correct Answer: B 

FortiGate_Security_6.4 page 575 - Web mode requires only a web browser, but supports a limited number of protocols. 
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