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QUESTION 1

An administrator is configuring an Ipsec between site A and siteB. The Remotes Gateway setting in both sites has been
configured as Static IP Address. For site A, the local quick mode selector is 192. 16. 1.0/24 and the remote quick mode
selector is 192. 16.2.0/24. How must the administrator configure the local quick mode selector for site B? 

A. 192. 168.3.0/24 

B. 192. 168.2.0/24 

C. 192. 168. 1.0/24 

D. 192. 168.0.0/8 

Correct Answer: B 

 

QUESTION 2

Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based
inspection mode? (Choose two.) 

A. Warning 

B. Exempt 

C. Allow 

D. Learn 

Correct Answer: AC 

 

QUESTION 3

Examine this PAC file configuration. 

Which of the following statements are true? (Choose two.) 

A. Browsers can be configured to retrieve this PAC file from the FortiGate. 

B. Any web request to the 172.25. 120.0/24 subnet is allowed to bypass the proxy. 

C. All requests not made to Fortinet.com or the 172.25. 120.0/24 subnet, have to go through altproxy.corp.com: 8060. 

D. Any web request fortinet.com is allowed to bypass the proxy. 

Correct Answer: AD 

 

QUESTION 4
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Refer to the exhibits. 

The exhibits show the firewall policies and the objects used in the firewall policies. 

The administrator is using the Policy Lookup feature and has entered the search criteria shown in the exhibit. 
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Which policy will be highlighted, based on the input criteria? 

A. Policy with ID 4. 

B. Policy with ID 5. 

C. Policies with ID 2 and 3. 

D. Policy with ID 4. 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortigate/6.2.12/cookbook/497952/policy-views-and-policy-lookup 

We are looking for a policy that will allow or deny traffic from the source interface Port3 and source IP address 10.1.1.10
(LOCAL_CLIENT) to facebook.com TCP port 443 (HTTPS). There are only two policies that will match this traffic, policy
ID 2 and 5. In FortiGate, firewall policies are evaluated from top to bottom. This means that the first policy that matches
the traffic is applied, and subsequent policies are not evaluated. Based on the Policy Lookup criteria, Policy ID 5 will be
highlighted 

 

QUESTION 5

In consolidated firewall policies, IPv4 and IPv6 policies are combined in a single consolidated policy. Instead of separate
policies. Which three statements are true about consolidated IPv4 and IPv6 policy configuration? (Choose three.) 

A. The IP version of the sources and destinations in a firewall policy must be different. 

B. The Incoming Interface. Outgoing Interface. Schedule, and Service fields can be shared with both IPv4 and IPv6. 

C. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 or IPv4 and IPv6 sources and
destinations. 

D. The IP version of the sources and destinations in a policy must match. 

E. The policy table in the GUI will be consolidated to display policies with IPv4 and IPv6 sources and destinations. 

Correct Answer: BDE 
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