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QUESTION 1

What is the bandwidth limitation of an Amazon Web Services (AWS) transit gateway VPC attachment? 

A. Up to 1.25 Gbps per attachment 

B. Up to 50 Gbps per attachment 

C. Up to 10 Gbps per attachment 

D. Up to 1 Gbps per attachment 

Correct Answer: A 

Reference: https://d1.awsstatic.com/whitepapers/building-a-scalable-and-secure-multi-vpc-aws-
networkinfrastructure.pdf (5) 

 

QUESTION 2

You have been tasked with deploying FortiGate VMs in a highly available topology on the Amazon Web 

Services (AWS) cloud. The requirements for your deployment are as follows: 

You must deploy two FortiGate VMs in a single virtual private cloud (VPC), with an external elastic load 

balancer which will distribute ingress traffic from the internet to both FortiGate VMs in an active-active 

topology. 

Each FortiGate VM must have two elastic network interfaces: one will connect to a public subnet and other 

will connect to a private subnet. 

To maintain high availability, you must deploy the FortiGate VMs in two different availability zones. 

How many public and private subnets will you need to configure within the VPC? 

A. One public subnet and two private subnets 

B. Two public subnets and one private subnet 

C. Two public subnets and two private subnets 

D. One public subnet and one private subnet 

Correct Answer: A 

 

 

QUESTION 3
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Refer to the exhibit. Consider an active-passive HA deployment in Microsoft Azure. The exhibit shows an excerpt from
the passive FortiGate-VM node. 

If the active FortiGate-VM fails, what are the results of the API calls made by the FortiGate named
SSTENTAZFGT-0302? (Choose two.) 

A. SSTENTAZFGT-03-FloatingPIP is assigned to the IP configuration with the name SSTENTAZFGT0302-Nic-01,
under the network interface SSTENTAZFGT-0302-Nic-01 

B. 172.29.32.71 is set as a next hop IP for all routes under FortigateUDR-01 

C. The network interface of the active unit moves to itself 

D. SSTENTAZFGT-03-FloatingPIP public IP is assigned to NIC SSTENTAZFGT-0302-Nic-01 

Correct Answer: AB 
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QUESTION 4

Refer to the exhibit. The exhibit shows a topology where multiple connections from clients to the same FortiGate-VM
instance, regardless of the protocol being used, are required. 

Which two statements are correct? (Choose two.) 

A. The design shows an active-active FortiGate-VM architecture. 

B. The Cloud Load Balancer Session Affinity setting should be changed to CLIENT_IP. 

C. The design shows an active-passive FortiGate-VM architecture. 

D. The Cloud Load Balancer Session Affinity setting should use the default value. 

Correct Answer: AB 

 

QUESTION 5

Your company deploys FortiGate VM devices in high availability (HA) (active-active) mode with Microsoft Azure load
balancers using the Microsoft Azure ARM template. Your senior administrator instructs you to connect to one of the
FortiGate devices and configure the necessary firewall rules. However, you are not sure now to obtain the correct public
IP address of the deployed FortiGate VM and identify the access ports. 

How do you obtain the public IP address of the FortiGate VM and identify the correct ports to access the device? 

A. In the configured load balancer, access the inbound NAT rules section. 

B. In the configured load balancer, access the backend pools section. 

C. In the configured load balancer, access the inbound and outbound NAT rules section. 
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D. In the configured load balancer, access the health probes section. 

Correct Answer: C 

Reference: https://www.fortinet.com/content/dam/fortinet/assets/deployment-guides/dg-fortigate-highavailability-
azure.pdf 
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