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QUESTION 1

Is this the authentication method or flow that is used when an end user launches a SAML application from the Okta end
user home dashboard? 

Solution: Identity Provider (Idp) initiated 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 2

Does this Okta agent support provisioning? Solution: Active Directory Agent 

A. Yes 

B. No 

Correct Answer: A 

Explanation: https://support.okta.com/help/s/article/Provisioning-Concepts-and- Methods? language=en_US 

Agent-based Provisioning An agent (windows service, linux daemon) installed to the local environment brokers
Provisioning transaction requests between Okta and the on-premise resource. Currently Supported Provisioning agents
This is a good, robust strategy. However, it is limited to on-premise applications. 

 

QUESTION 3

Is this one of the default base attributes in the Okta user profile that can be marked as required or optional for Okta
mastered users? 

Solution: firstName 

A. Yes 

B. No 

Correct Answer: B 

Explanation: Okta has defined 31 default base attributes for all users in an org. These base attributes are generally fixed
and cannot be modified or removed. There are two exceptions: First Name and Last Name. These two attributes can be
marked as required or optional for Okta and Active Directory (AD)-mastered users. The default setting for new AD
instances is that first and last name are required. https:// help.okta.com/en/prod/Content/Topics/Directory/ad-name-
optional.htm 

 

QUESTION 4
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Is this a valid use of the Okta Password Policy? 

Solution: To enforce minimum password length for third-party cloud applications. 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5

Is this a valid reason to choose Okta as an Identity and Access Management (IAM) solution? Solution: To serve as an
API gateway 

A. Yes 

B. No 

Correct Answer: B 
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