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QUESTION 1

Which statement is true based on the following Agent Auto Upgrade widget? 

A. There are a total of 689 Up To Date agents. 

B. Agent Auto Upgrade was enabled but not on all endpoints. 

C. Agent Auto Upgrade has not been enabled. 

D. There are more agents in Pending status than In Progress status. 

Correct Answer: B 

 

QUESTION 2

In Windows and macOS you need to prevent the Cortex XDR Agent from blocking execution of a file based on the
digital signer. What is one way to add an exception for the singer? 

A. In the Restrictions Profile, add the file name and path to the Executable Files allow list. 

B. Create a new rule exception and use the singer as the characteristic. 

C. Add the signer to the allow list in the malware profile. 

D. Add the signer to the allow list under the action center page. 

Correct Answer: C 

 

QUESTION 3
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What is the purpose of the Unit 42 team? 

A. Unit 42 is responsible for automation and orchestration of products 

B. Unit 42 is responsible for the configuration optimization of the Cortex XDR server 

C. Unit 42 is responsible for threat research, malware analysis and threat hunting 

D. Unit 42 is responsible for the rapid deployment of Cortex XDR agents 

Correct Answer: C 

 

QUESTION 4

Phishing belongs which of the following MITRE ATTandCK tactics? 

A. Initial Access, Persistence 

B. Persistence, Command and Control 

C. Reconnaissance, Persistence 

D. Reconnaissance, Initial Access 

Correct Answer: D 

 

QUESTION 5

With a Cortex XDR Prevent license, which objects are considered to be sensors? 

A. Syslog servers 

B. Third-Party security devices 

C. Cortex XDR agents 

D. Palo Alto Networks Next-Generation Firewalls 

Correct Answer: C 
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