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QUESTION 1

What kind of the threat typically encrypts user files? 

A. ransomware 

B. SQL injection attacks 

C. Zero-day exploits 

D. supply-chain attacks 

Correct Answer: A 

 

QUESTION 2

Cortex XDR Analytics can alert when detecting activity matching the following MITRE ATTandCKTM techniques. 

A. Exfiltration, Command and Control, Collection 

B. Exfiltration, Command and Control, Privilege Escalation 

C. Exfiltration, Command and Control, Impact 

D. Exfiltration, Command and Control, Lateral Movement 

Correct Answer: D 

 

QUESTION 3

What is the purpose of the Unit 42 team? 

A. Unit 42 is responsible for automation and orchestration of products 

B. Unit 42 is responsible for the configuration optimization of the Cortex XDR server 

C. Unit 42 is responsible for threat research, malware analysis and threat hunting 

D. Unit 42 is responsible for the rapid deployment of Cortex XDR agents 

Correct Answer: C 

 

QUESTION 4

Which statement is true based on the following Agent Auto Upgrade widget? 
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A. There are a total of 689 Up To Date agents. 

B. Agent Auto Upgrade was enabled but not on all endpoints. 

C. Agent Auto Upgrade has not been enabled. 

D. There are more agents in Pending status than In Progress status. 

Correct Answer: B 

 

QUESTION 5

Which of the following is an example of a successful exploit? 

A. connecting unknown media to an endpoint that copied malware due to Autorun. 

B. a user executing code which takes advantage of a vulnerability on a local service. 

C. identifying vulnerable services on a server. 

D. executing a process executable for well-known and signed software. 

Correct Answer: C 
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