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QUESTION 1

When a malware-infected host attempts to resolve a known command-and-control server, the traffic matches a security
policy with DNS sinhole enabled, generating a traffic log. What will be the destination IP Address in that log entry? 

A. The IP Address of sinkhole.paloaltonetworks.com 

B. The IP Address of the command-and-control server 

C. The IP Address specified in the sinkhole configuration 

D. The IP Address of one of the external DNS servers identified in the anti-spyware database 

Correct Answer: C 

https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Verify-DNS-Sinkhole-Function-is-Working/ta-p/65864 

 

QUESTION 2

Which feature prevents the submission of login information into website froms? 

A. credential phishing prevention 

B. file blocking 

C. User-ID 

D. data filtering 

Correct Answer: A 

 

QUESTION 3

Which two benefits come from assigning a Decrypting Profile to a Decryption rule with a" NO Decrypt" action? (Choose
two.) 

A. Block sessions with unsuspected cipher suites 

B. Block sessions with untrusted issuers 

C. Block credential phishing. 

D. Block sessions with client authentication 

E. Block sessions with expired certificates 

Correct Answer: BE 

 

QUESTION 4
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Which three options are supposed in HA Lite? (Choose three.) 

A. Configuration synchronization 

B. Virtual link 

C. active/passive deployment 

D. session synchronization 

E. synchronization of IPsec security associations 

Correct Answer: ACE 

 

QUESTION 5

When is the content inspection performed in the packet flow process? 

A. after the SSL Proxy re-encrypts the packet 

B. before the packet forwarding process 

C. after the application has been identified 

D. before session lookup 

Correct Answer: C 
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