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QUESTION 1

An administrator has purchased WildFire subscriptions for 90 firewalls globally. What should the administrator consider
with regards to the WildFire infrastructure? 

A. To comply with data privacy regulations, WildFire signatures and verdicts are not shared globally. 

B. Palo Alto Networks owns and maintains one global cloud and four WildFire regional clouds. 

C. Each WildFire cloud analyzes samples and generates malware signatures and verdicts independently of the other
WildFire clouds. 

D. The WildFire Global Cloud only provides bare metal analysis. 

Correct Answer: C 

Each WildFire cloud--global (U.S.), regional, and private--analyzes samples and generates WildFire verdicts
independently of the other WildFire clouds. With the exception of WildFire private cloud verdicts, WildFire verdicts are
shared globally, enabling WildFire users to access a worldwide database of threat data.
https://docs.paloaltonetworks.com/wildfire/10-1/wildfire-admin/wildfire-overview/wildfire-concepts/verdicts.html 

 

QUESTION 2

A superuser is tasked with creating administrator accounts for three contractors For compliance purposes, all three
contractors will be working with different device-groups in their hierarchy to deploy policies and objects. Which type of
role-based access is most appropriate for this project? 

A. Create a Dynamic Admin with the Panorama Administrator role 

B. Create a Custom Panorama Admin 

C. Create a Device Group and Template Admin 

D. Create a Dynamic Read only superuser 

Correct Answer: C 

A Custom Panorama Admin is a type of role-based access that allows a super user to create separate Panorama
administrator accounts for each of the three contractors. This will allow each contractor to work with different device-
groups in their hierarchy and deploy policies and objects in accordance with the organization\\'s compliance
requirements. The Custom Panorama Admin role also allows the super user to assign separate permissions to each
contractor\\'s account, granting them access to only the resources they are authorized to use. This type of role-based
access is the most appropriate for this project as it will ensure that each contractor is only able to access the resources
they need in order to do their job. 

 

QUESTION 3

Which virtual router feature determines if a specific destination IP address is reachable? 

A. Heartbeat Monitoring 
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B. Failover 

C. Path Monitoring 

D. Ping-Path 

Correct Answer: C 

Reference: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/pbf
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/policy/policy-based- forwarding/pbf/path-monitoring-for-pbf 

 

QUESTION 4

What are three reasons why an installed session can be identified with the application incomplete" tag? (Choose three.) 

A. The TCP connection was terminated without identifying any application data 

B. The client sent a TCP segment with the PUSH flag set 

C. There is not enough application data after the TCP connection was established 

D. The TCP connection did not fully establish 

E. There was no application data after the TCP connection was established 

Correct Answer: ADE 

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClibCAC 

 

QUESTION 5

A firewall engineer reviews the PAN-OS GlobalProtect application and sees that it implicitly uses web-browsing and
depends on SSL. When creating a new rule, what is needed to allow the application to resolve dependencies? 

A. Add SSL and web-browsing applications to the same rule. 

B. Add web-browsing application to the same rule. 

C. Add SSL application to the same rule. 

D. SSL and web-browsing must both be explicitly allowed. 

Correct Answer: C 

\\'Implicitly Uses\\' has web-browsing listed. This means that if you allow facebook-posting, that it will also be allowing
the web-browsing application implicitly.. In our case, we dont know which APP the question referes too but \\'Implicitly
means already uses HTTP. 
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