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QUESTION 1

When creating a Security Policy to allow Facebook in PAN-OS 5.0, how can you be sure that no other web-browsing
traffic is permitted? 

A. Ensure that the Service column is defined as "application-default" for this security rule. This will automatically include
the implicit web-browsing application dependency. 

B. Create a subsequent rule which blocks all other traffic 

C. When creating the rule, ensure that web-browsing is added to the same rule. Both applications will be processed by
the Security policy, allowing only Facebook to be accessed. Any other applications can be permitted in subsequent
rules. 

D. No other configuration is required on the part of the administrator, since implicit application dependencies will be
added automaticaly. 

Correct Answer: D 

 

QUESTION 2

Palo Alto Networks firewalls support the use of both Dynamic (built-in user roles) and Role- Based (customized user
roles) 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

What has happened when the traffic log shows an internal host attempting to open a session to a properly configured
sinkhole address? 

A. The internal host is trying to resolve a DNS query by connecting to a rogue DNS server. 

B. The internal host attempted to use DNS to resolve a known malicious domain into an IP address. 

C. A rogue DNS server is now using the sinkhole address to direct traffic to a known malicious domain. 

D. A malicious domain is trying to contact an internal DNS server. 

Correct Answer: B 

Reference: https://www.paloaltonetworks.jp/content/dam/paloaltonetworks- com/en_US/assets/pdf/framemaker/pan-
os/NewFeaturesGuide.pdf page 14 

 

QUESTION 4
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The IT department has received complaints about VoIP call jitter when the sales staff is making or receiving calls. QoS
is enabled on all firewall interfaces, but there is no QoS policy written in the rulebase. The IT manager wants to find out
what traffic is causing the jitter in real time when a user reports the jitter. 

Which feature can be used to identify, in real-time, the applications taking up the most bandwidth? 

A. Application Command Center (ACC) 

B. QoS Statistics 

C. QoS Log 

D. Applications Report 

Correct Answer: A 

Reference: http://www.newnet66.org/Support/Resources/Using-The-ACC.pdf 

 

QUESTION 5

Which of the following options may be enabled to reduce system overhead when using Content ID? 

A. STP 

B. VRRP 

C. RSTP 

D. DSRI 

Correct Answer: D 
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