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QUESTION 1

When Destination Network Address Translation is being performed, the destination in the corresponding Security Policy
Rule should use: 

A. The PostNAT destination zone and PostNAT IP address. 

B. The PreNAT destination zone and PreNAT IP address. 

C. The PreNAT destination zone and PostNAT IP address. 

D. The PostNAT destination zone and PreNAT IP address. 

Correct Answer: D 

 

QUESTION 2

You have decided to implement a Virtual Wire Subinterface. Which options can be used to classify traffic? 

A. Either VLAN tag or IP address, provided that each tag or ID is contained in the same zone. 

B. Subinterface ID and VLAN tag only 

C. By Zone and/or IP Classifier 

D. VLAN tag, or VLAN tag plus IP address (IP address, IP range, or subnet). 

Correct Answer: D 

 

QUESTION 3

A company has a web server behind their Palo Alto Networks firewall that they would like to make accessible to the
public. They have decided to configure a destination NAT Policy rule. 

Given the following zone information: 

DMZzone: DMZ-L3 Public zone: Untrust-L3 Web server zone: Trust-L3 Public IP address (Untrust-L3): 1.1.1.1 Private
IP address (Trust-L3): 192.168.1.50 

What should be configured as the destination zone on the Original Packet tab of the NAT Policy rule? 

A. DMZ-L3 

B. Any 

C. Untrust-L3 

D. Trust-L3 

Correct Answer: C 
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QUESTION 4

Which best describes how Palo Alto Networks firewall rules are applied to a session? 

A. last match applied 

B. first match applied 

C. all matches applied 

D. most specific match applied 

Correct Answer: B 

 

QUESTION 5

The "Disable Server Return Inspection" option on a security profile: 

A. Can only be configured in Tap Mode 

B. Should only be enabled on security policies allowing traffic to a trusted server. 

C. Does not perform higher-level inspection of traffic from the side that originated the TCP SYN packet 

D. Only performs inspection of traffic from the side that originated the TCP SYN-ACK packet 

Correct Answer: B 
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