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QUESTION 1

Within a Zone Protection Profile, under the Reconnaissance Protection tab, there are several possible values for
Action: 

Match each Reconnaissance Protection Action to its description. Answer options may be used more than once or not at
all. 

Hot Area: 
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Correct Answer: 
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Explanation/Reference:

Allow: Permits the port scan attempts.

Alert: Generates an alert for each scan that matches the threshold within the specified time interval.

Block: Drops all traffic from the source to the destination.

Block IP: Drops all traffic for a specific period of time (in seconds). There are two options:

• Source: Blocks traffic from the source

• Source-and-Destination: Blocks traffic for the source-destination pair

https://live.paloaltonetworks.com/servlet/JiveServlet/previewBody/5078-102-5-14892/Understanding_DoS_Protection.pd
f

 

QUESTION 2
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A firewall administrator is troubleshooting problems with traffic passing through the Palo Alto Networks firewall. Which
method will show the global counters associated with the traffic after configuring the appropriate packet filters? 

A. From the CLI, issue the show counter interface command for the egress interface. 

B. From the GUI, select "Show global counters" under the Monitor tab. 

C. From the CLI, issue the show counter global filter packet-filter yes command. 

D. From the CLI, issue the show counter interface command for the ingress interface. 

Correct Answer: C 

Reference: https://live.paloaltonetworks.com/docs/DOC-7971 

 

QUESTION 3

Which one of the options describes the sequence of the GlobalProtect agent connecting to a Gateway? 

A. The agent connects to the portal, obtains a list of the Gateways, and connects to the Gateway with the fastest SSL
connect time 

B. The agent connects to the portal and randomly establishes connect to the first available Gateway 

C. The agent connects to the portal, obtains a list of the Gateways, and connects to the Gateway with the fastest PING
response time 

D. The agent connects to the closest Gateway and sends the HIP report to the portal 

Correct Answer: C 

 

QUESTION 4

When creating a Security Policy to allow Facebook in PAN-OS 5.0, how can you be sure that no other web-browsing
traffic is permitted? 

A. Ensure that the Service column is defined as "application-default" for this security rule. This will automatically include
the implicit web-browsing application dependency. 

B. Create a subsequent rule which blocks all other traffic 

C. When creating the rule, ensure that web-browsing is added to the same rule. Both applications will be processed by
the Security policy, allowing only Facebook to be accessed. Any other applications can be permitted in subsequent
rules. 

D. No other configuration is required on the part of the administrator, since implicit application dependencies will be
added automaticaly. 

Correct Answer: D 

 

QUESTION 5
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Which two statements are true about DoS Protection Profiles and Policies? Choose 2 answers 

A. They mitigate against SYN, UDP, ICMP, ICMPv6, and other IP Flood attacks on a zone basis, regardless of
interface(s). They provide reconnaissance protection against TCP/UDP port scans and host sweeps. 

B. They mitigate against SYN, UDP, ICMP, ICMPv6, and other IP Flood attacks. They provide resource protection by
limiting the number of sessions that can be used. 

C. They mitigate against volumetric attacks that leverage known vulnerabilities, brute force methods, amplification,
spoofing, and other vulnerabilities. 

D. They mitigate against SYN, UDP, ICMP, ICMPv6, and other IP Flood attacks by utilizing "random early drop". 

Correct Answer: BD 

Reference: https://live.paloaltonetworks.com/servlet/JiveServlet/previewBody/7158-102-3-
25328/Application%20DDoS%20Mitigation.pdf page 4 
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