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QUESTION 1

A person buys a product at a store located in the European Economic Area (EEA). At the time of purchase, you are
asked to fill out a registration form and he informs his personal email. 

As is usual in many stores, in the next few days this person will start receiving several marketing emails. He considers
the frequency of these emails to be very high. Demanding his rights, he asks the store to delete all his personal data. 

What the store must do according to the General Data Protection Regulation (GDPR)? 

A. The owner does not have this right, since he bought a product in the store, he has the right to send emails with new
promotions. 

B. The store has 30 days from the date of receipt of the customer\\'s request to delete all data at no cost to the
customer. 

C. The store must delete customer data from its advertising list. Purchase data cannot be deleted, as financial data has
to be kept longer. 

Correct Answer: C 

Companies have tax obligations to be fulfilled, so financial data cannot be deleted. 

The data subject has several rights under the GDPR, however there are limitations. These rights cannot run counter to
other specific legislation. In this case, the holder can exercise the right of Opposition instead of Exclusion. In the Right of
Opposition, he requests the Controller to cease the processing of his data for non-consented purposes. An example of
Opposition: in Brazil there was the website naomeperturbe.com.br, where millions of Brazilians could oppose the
inconvenient calls made by the telecommunication service providers. 

 

QUESTION 2

The controller responsible for the UK Child Sexual Abuse Investigation body reported a data breach to the supervisory
authority in the UK on 28 February 2019. 

People who had registered their interest in participating in forums and debates for victims of child sexual abuse received
an email that contained the email addresses of everyone else who had also registered. 

Which category does this data breach fit into? 

A. This data breach should only be reported to the Data Protection Authority. 

B. This data breach should only be reported to data subjects. 

C. It is not necessary to notify the Supervisory Authority, as this data breach presents minimal risks to the holders. 

D. This data breach must be reported to the Data Protection Authority and the data subjects. 

Correct Answer: A 

Here we have a very common catch in EXIN exams. 

In this matter, the personal data that was breached included the email addresses. Although the group is a subject
considered sensitive by the GDPR, only other participants who had registered took notice. As it does not present a high
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risk to data subjects, there is no need to notify the data subject as well. Only the Supervisory Authority is enough.
However, after notifying the Supervisory Authority, it may decide that the data subject should also be notified, but for
that matter this is not considered. 

Article 33 of the GDPR legislates on the topic "Notification of a personal data breach to the supervisory authority". 

1. In the case of a personal data breach, the controller shall without undue delay and, where feasible, not later than 72
hours after having become aware of it, notify the personal data breach to the supervisory authority competent in
accordance with Article 55, unless the personal data breach is unlikely to result in a risk to the rights and freedoms of
natural persons. Where the notification to the supervisory authority is not made within 72 hours, it shall be accompanied
by reasons for the delay. 

Important 

The deadline for notification of data breaches to the Supervisory Authority is generally charged in the EXIN exam. This
period is 72 hours. 

 

QUESTION 3

One of the seven principles of data protection by design is Functionality - Positive-Sum, not Zero-Sum. What is the
essence of this principle? 

A. If different types of legitimate objectives are contradictory, the privacy objectives must be given priority over other
security objectives. 

B. Applied security standards must assure the confidentiality, integrity and availability of personal data throughout their
lifecycle. 

C. Wherever possible, detailed privacy impact and risk assessments should be carried out and published, clearly
documenting the privacy risks. 

D. When embedding privacy into a given technology, process, or system, it should be done in such a way that full
functionality is not impaired. 

Correct Answer: D 

Applied security standards must assure the confidentiality, integrity and availability of personal data throughout their
lifecycle. Incorrect. This is an aspect of End-to-End Security - Lifecycle Protection, one of the other six basic principles. 

If different types of legitimate objectives are contradictory, the privacy objectives must be given priority over other
security objectives. Incorrect. Data protection by design rejects the idea that privacy competes with other interests,
design objectives, and technical capabilities. 

When embedding privacy into a given technology, process, or system, it should be done in such a way that full
functionality is not impaired. Correct. This is the essence. (Literature: A, Chapter 8; GDPR Article 25) 

Wherever possible, detailed privacy impact and risk assessments should be carried out and published, clearly
documenting the privacy risks. Incorrect. This is an aspect of Privacy Embedded into Design, one of the other six basic
principles. 

 

QUESTION 4

In what way are online activities of people most effectively used by modern marketers? 
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A. By analyzing the logs of the web server it can be seen which products are top sellers, allowing them to optimize their
marketing campaigns for those products. 

B. By tagging users of social media, profiles of their online behavior can be created. These profiles are used to ask them
to promote a product. 

C. By tagging visitors of web pages, profiles of their online behavior can be created. These profiles are sold and used in
targeted advertisement campaigns. 

Correct Answer: A 

 

QUESTION 5

While paying with a credit card, the card is skimmed (i.e. the data on the magnetic strip is stolen). The magnetic strip
contains the account number, expiration date, cardholder\\'s name and address, PIN number and more. 

What kind of a data breach is this? 

A. Material 

B. Non-material 

C. Verbal 

Correct Answer: B 
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