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QUESTION 1

A manager wants to start retaining security event logs for 2 years while minimizing costs. You write a filter to select the
appropriate log entries. Where should you export the logs? 

A. BigQuery datasets 

B. Cloud Storage buckets 

C. StackDriver logging 

D. Cloud Pub/Sub topics 

Correct Answer: B 

Reference: https://cloud.google.com/logging/docs/exclusions 

 

QUESTION 2

A customer\\'s company has multiple business units. Each business unit operates independently, and each has their
own engineering group. Your team wants visibility into all projects created within the company and wants to organize
their Google Cloud Platform (GCP) projects based on different business units. Each business unit also requires
separate sets of IAM permissions. 

Which strategy should you use to meet these needs? 

A. Create an organization node, and assign folders for each business unit. 

B. Establish standalone projects for each business unit, using gmail.com accounts. 

C. Assign GCP resources in a project, with a label identifying which business unit owns the resource. 

D. Assign GCP resources in a VPC for each business unit to separate network access. 

Correct Answer: A 

https://cloud.google.com/resource-manager/docs/listing-all-resources https://wideops.com/mapping-your-organization-
with-the-google-cloud-platform-resource-hierarchy/ 

 

QUESTION 3

In order to meet PCI DSS requirements, a customer wants to ensure that all outbound traffic is authorized. Which two
cloud offerings meet this requirement without additional compensating controls? (Choose two.) 

A. App Engine 

B. Cloud Functions 

C. Compute Engine 

D. Google Kubernetes Engine 
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E. Cloud Storage 

Correct Answer: CD 

App Engine ingress firewall rules are available, but egress rules are not currently available. Per requirements 1.2.1 and
1.3.4, you must ensure that all outbound traffic is authorized. SAQ A-EP and SAQ D-Type merchants must provide
compensating controls or use a different Google Cloud product. Compute Engine and GKE are the preferred
alternatives. https://cloud.google.com/solutions/pci-dss-compliance-in- gcp 

 

QUESTION 4

An organization\\'s security and risk management teams are concerned about where their responsibility lies for certain
production workloads they are running in Google Cloud Platform (GCP), and where Google\\'s responsibility lies. They
are mostly running workloads using Google Cloud\\'s Platform-as-a-Service (PaaS) offerings, including App Engine
primarily. 

Which one of these areas in the technology stack would they need to focus on as their primary responsibility when using
App Engine? 

A. Configuring and monitoring VPC Flow Logs 

B. Defending against XSS and SQLi attacks 

C. Manage the latest updates and security patches for the Guest OS 

D. Encrypting all stored data 

Correct Answer: B 

in PaaS the customer is responsible for web app security, deployment, usage, access policy, and content.
https://cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate 

 

QUESTION 5

An organization is starting to move its infrastructure from its on-premises environment to Google Cloud Platform (GCP).
The first step the organization wants to take is to migrate its current data backup and disaster recovery solutions to GCP
for later analysis. The organization\\'s production environment will remain on-premises for an indefinite time. The
organization wants a scalable and cost-efficient solution. 

Which GCP solution should the organization use? 

A. BigQuery using a data pipeline job with continuous updates 

B. Cloud Storage using a scheduled task and gsutil 

C. Compute Engine Virtual Machines using Persistent Disk 

D. Cloud Datastore using regularly scheduled batch upload jobs 

Correct Answer: B 

https://cloud.google.com/solutions/dr-scenarios-planning-guide#use-cloud-storage-as-part-of-your-daily- backup-routine 
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