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QUESTION 1

Traps agents use a default password for uninstallation in the event that they never communicate with their 

ESM server. 

Identify the password. 

A. PaloAlto! 

B. Uninstall1 

C. No password is required 

D. Password1 

Correct Answer: D 

 

QUESTION 2

When planning to test a software exploit using a Metasploit module, what two options should be considered about the
victim host to ensure success? 

A. USB port version of the victim host 

B. Speed and make of the victim\\'s RAM 

C. software version of the target application 

D. platform, architecture, and patch level of the victim host 

Correct Answer: AC 

 

QUESTION 3

A customer has an environment with the following: 1,000 agents communicating over SSL with two servers - one
containing the ESM Server and another one where the ESM Console is installed BitsUploads resides on the ESM
Console server 

ESM Server and Console are using the default pods tor communication In a scenario where a file is failing to be
uploaded from macOS, which three reasons could be directly related to the failure? (Choose three.) 

A. Traps agent is not able to check in with the ESM Server 

B. The rate of upload is lower than 100Kb/S 

C. The BITS address in the ESM is incorrect 

D. Port 2125 is blocked on the server which hosts BitsUploads 

E. Port 443 is blocked on the server which hosts BitsUploads 
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Correct Answer: ACE 

 

QUESTION 4

An administrator is testing an exploit that is expected to be blocked by the JIT Mitigation EPM protecting the viewer
application in use. No prevention occurs, and the attack is successful. In which two ways can the administrator
determine the reason for the missed prevention? (Choose two.) 

A. Check in the HKLM\SYSTEM\Cyvera\Policy registry key and subkeys whether JIT Mitigation is enabled for this
application 

B. Check if a Just-In-Time debugger is installed on the system 

C. Check that the Traps libraries are injected into the application 

D. Check that all JIT Mitigation functions are enabled in the HKLM\SYSTEM\Cyvera\Policy\Organization
\Process\Default registry key 

Correct Answer: AC 

 

QUESTION 5

An administrator receives an alert indicating the ESM service is not starting on the ESM Server. When the 

administrator tries to start the service manually, the administrator receives an error. "The Endpoint Security 

Manager service on Local Computer started and then stopped." 

What is the cause of the failure? 

A. The Account assigned to the service does not have "Log on as a batch job" permissions on the machine. 

B. The Account assigned to the service does not have "Log on as a service" permissions on the machine. 

C. The Account assigned to the service is not the Local Administrator on the machine. 

D. The Account assigned to the service is not an Active Directory Domain user. 

Correct Answer: B 
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