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QUESTION 1

Which three network events are highlighted through correlation objects as a potential security risks? (Choose three.) 

A. Identified vulnerability exploits 

B. Suspicious traffic patterns 

C. Known command-and-control activity 

D. Launch of an identified malware executable file 

E. Endpoints access files from a removable drive 

Correct Answer: ABC 

 

QUESTION 2

A customer is concerned about malicious activity occurring directly on their endpoints and not visible to their firewalls. 

Which three actions does Traps execute during a security event beyond ensuring the prevention of this activity?
(Choose three.) 

A. Informs WildFire and sends up a signature to the Cloud 

B. Collects forensic information about the event 

C. Communicates the status of the endpoint to the ESM 

D. Notifies the user about the event 

E. Remediates the event by deleting the malicious file 

Correct Answer: BCD 

https://investors.paloaltonetworks.com/node/11156/html 

 

QUESTION 3

Which four actions can be configured in an Anti-Spyware profile to address command-and-control traffic from
compromised hosts? (Choose four.) 

A. Allow 

B. Drop 

C. Quarantine 

D. Redirect 

E. Alert 
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F. Reset 

Correct Answer: ABEF 

Explanation: https://www.paloaltonetworks.com/documentation/71/pan-os/pan- os/policy/anti-spywareprofiles.html 

 

QUESTION 4

A customer is targeted by a true zero-day, targeted attack. However, the customer is protected by the Palo Alto
Networks security platform. The attack leverages a previously unknown vulnerability in IE but utilizes existing hacking
techniques on the endpoint. It is transported over standard HTTP traffic and conforms to the HTML standards. It then
attempts to download from a website, compromised specifically for this attack, a custom piece of malware to run on the
endpoints. 

Which element of the platform will stop this attack? 

A. App-ID 

B. PAN-DB 

C. Traps 

D. WildFire 

Correct Answer: D 

 

 

QUESTION 5

Which two components must to be configured within User-ID on a new firewall that has been implemented? (Choose
two.) 

A. Group Mapping 

B. 802.1X Authentication 

C. Proxy Authentication 

D. User mapping 

Correct Answer: AD 

Explanation: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/user- id/enable-user-id 
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