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QUESTION 1

Which three actions should be taken before deploying a firewall evaluation unit in the customer\\'s environment?
(Choose three.) 

A. Inform the customer that they will need to provide a SPAN port for the evaluation unit assuming a TAP mode
deployment. 

B. Request that the customs make port 3978 available to allow the evaluation unit to communicate with Panorama. 

C. Reset the evaluation unit to factory default to ensure that data from any previous customer evaluation is removed. 

D. Upgrade the evaluation unit to the most current recommended firmware, unless a demo of the upgrade process is
planned. 

E. Set expectations around which information will be presented in the Security Lifecycle Review because sensitive
information may be made visible. 

Correct Answer: ACD 

 

 

QUESTION 2

Which four steps of the cyberattack lifecycle dose the Palo Alto Networks platform present? (Choose four) 

A. Breach the perimeter 

B. Exfiltrate data 

C. Weaponries vulnerabilities 

D. Deliver the malware 

E. Recon the target 

F. Lateral movement 

Correct Answer: ABDF 

 

QUESTION 3

Given the following network diagram, an administrator is considering the use of Windows Log Forwarding and Global
Catalog servers for User-ID implementation. 

What are two potential bandwidth and processing bottlenecks to consider? (Choose two.) 
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A. Member Servers 

B. Firewall 

C. Domain Controllers 

D. Windows Server 

Correct Answer: AC 

 

 

QUESTION 4

Which configuration creates the most comprehensive "best-practice" Anti Spyware profile to prevent command and
Control traffic? 

A. Clone the Strict Anti-Spyware Profile, enable DNS Sinkholing and Passive DNS Monitoring, and deploy this
customized clone 

B. Clone the Default Anti-Spyware Profile and enable DNS Sinkholing and Passive DNS Monitoring, and deploy this
customized clone 

C. Edit and deploy the Default Anti-Spyware Profile (DNS Sinkholing and Passive DNS Monitoring is already enabled) 

D. Edit and deploy the Strict Anti-Spyware Profile Profile (DNS Sinkholing and Passive DNS Monitoring is already
enabled) 

Correct Answer: A 
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QUESTION 5

Where are three tuning considerations when building a security policy to protect against modern day attacks? (Choose
three) 

A. Create an anti-spyware profile to block all spyware 

B. Create a vulnerability protection profile to block all the vulnerabilities with severity low and higher 

C. Create an SSL Decryption policy to decrypt 100% of the traffic 

D. Create an antivirus profile to block all content that matches and antivirus signature 

E. Create a WildFire profile to schedule file uploads during low network usage windows 

Correct Answer: BCE 
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