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QUESTION 1

Which action protects against port scans from the internet? 

A. Apply App-ID Security policy rules to block traffic sourcing from the untrust zone. 

B. Assign Security profiles to Security policy rules for traffic sourcing from the untrust zone. 

C. Apply a Zone Protection profile on the zone of the ingress interface. 

D. Assign an Interface Management profile to the zone of the ingress surface. 

Correct Answer: C 

 

QUESTION 2

How can a network engineer export all flow logs and security actions to a security information and event management
(SIEM) system? 

A. Enable syslog on the Instant-On Network (ION) device. 

B. Use a zone-based firewall to export directly through application program interface (API) to the SIEM. 

C. Enable Simple Network Management Protocol (SNMP) on the Instant-On Network (ION) device. 

D. Use the centralized flow data-export tool built into the controller. 

Correct Answer: A 

 

QUESTION 3

Users connect to a server in the data center for file sharing. The organization wants to decrypt the traffic to this server in
order to scan the files being uploaded and downloaded to determine if malware or sensitive data is being moved by
users. 

Which proxy should be used to decrypt this traffic? 

A. SCP Proxy 

B. SSL Inbound Proxy 

C. SSH Forward Proxy 

D. SSL Forward Proxy 

Correct Answer: B 

 

QUESTION 4
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What is feature of Autonomous Digital Experience Management (ADEM)? 

A. It applies configuration changes and provides credential management, role-based controls, and a playbook
repository. 

B. It provides customized forms to collect and validate necessary parameters from the requester. 

C. It natively ingests, normalizes, and integrates granular data across the security infrastructure at nearly half the cost of
legacy security products attempting to solve the problem. 

D. It provides IT teams with single-pane visibility that leverages endpoint, simulated, and real-time user traffic data to
provide the most complete picture of user traffic flows possible. 

Correct Answer: D 

 

QUESTION 5

What are two benefits of installing hardware fail-to-wire port pairs on Instant-On Network (ION) devices? (Choose two.) 

A. local area network (LAN) Dynamic Host Configuration Protocol (DHCP) and DHCP relay functionality 

B. control mode insertion without modification of existing network configuration 

C. network controller communication and monitoring 

D. ensures automatic failover when ION devices experience software or network related failure 

Correct Answer: D 
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