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QUESTION 1

A company is concerned that its cloud service provider is not adequately protecting the VMs housing its software
development. The VMs are housed in a datacenter with other companies sharing physical resources. Which of the
following attack types is MOST concerning to the company? 

A. Data flooding 

B. Session riding 

C. Cybersquatting 

D. Side channel 

Correct Answer: D 

https://www.techtarget.com/searchsecurity/definition/side-channel-
attack#:~:text=Side%2Dchannel%20attacks%20can%20even,share%20the%20same%20physical%20hardware 

 

QUESTION 2

A penetration tester has extracted password hashes from the lsass.exe memory process. Which of the following should
the tester perform NEXT to pass the hash and provide persistence with the newly acquired credentials? 

A. Use Patator to pass the hash and Responder for persistence. 

B. Use Hashcat to pass the hash and Empire for persistence. 

C. Use a bind shell to pass the hash and WMI for persistence. 

D. Use Mimikatz to pass the hash and PsExec for persistence. 

Correct Answer: D 

Mimikatz is a credential hacking tool that can be used to extract logon passwords from the LSASS process and pass
them to other systems. Once the tester has the hashes, they can then use PsExec, a command-line utility from
Sysinternals, to pass the hash to the remote system and authenticate with the new credentials. This provides the tester
with persistence on the system, allowing them to access it even after a reboot. "A penetration tester who has extracted
password hashes from the lsass.exe memory process can use various tools to pass the hash and gain access to other
systems using the same credentials. One tool commonly used for this purpose is Mimikatz, which can extract plaintext
passwords from memory or provide a pass-the-hash capability. After gaining access to a system, the tester can use
various tools for persistence, such as PsExec or WMI." (CompTIA PenTest+ Study Guide, p. 186) 

 

QUESTION 3

A penetration tester completed a vulnerability scan against a web server and identified a single but severe vulnerability.
Which of the following is the BEST way to ensure this is a true positive? 

A. Run another scanner to compare. 

B. Perform a manual test on the server. 
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C. Check the results on the scanner. 

D. Look for the vulnerability online. 

Correct Answer: B 

 

QUESTION 4

A penetration-testing team is conducting a physical penetration test to gain entry to a building. Which of the following is
the reason why the penetration testers should carry copies of the engagement documents with them? 

A. As backup in case the original documents are lost 

B. To guide them through the building entrances 

C. To validate the billing information with the client 

D. As proof in case they are discovered 

Correct Answer: D 

Reference: https://hub.packtpub.com/penetration-testing-rules-of-engagement/ 

 

QUESTION 5

A penetration tester was able to compromise a server and escalate privileges. Which of the following should the tester
perform AFTER concluding the activities on the specified target? (Choose two.) 

A. Remove the logs from the server. 

B. Restore the server backup. 

C. Disable the running services. 

D. Remove any tools or scripts that were installed. 

E. Delete any created credentials. 

F. Reboot the target server. 

Correct Answer: DE 
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