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QUESTION 1

Which of the following cryptographic attacks would salting of passwords render ineffective? 

A. Brute force 

B. Dictionary 

C. Rainbow tables 

D. Birthday 

Correct Answer: C 

 

QUESTION 2

A director of IR is reviewing a report regarding several recent breaches. The director complies the following statistics: 

Initial IR engagement time frame 

Length of time before an executive management notice went out Average IR phase completion 

The director wants to use data to shorten the response time. Which of the following would accomplish this? 

A. CSIRT 

B. Containment phase 

C. Escalation notifications 

D. Tabletop exercise 

Correct Answer: D 

 

QUESTION 3

A system administrator wants to provide for and enforce wireless access accountability during events where external
speakers are invited to make presentations to a mixed audience of employees and non-employees. Which of the
following should the administrator implement? 

A. Shared accounts 

B. Preshared passwords 

C. Least privilege 

D. Sponsored guest 

Correct Answer: D 
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QUESTION 4

The Chief Security Officer (CISO) at a multinational banking corporation is reviewing a plan to upgrade the entire
corporate IT infrastructure. The architecture consists of a centralized cloud environment hosting the majority of data,
small server clusters at each corporate location to handle the majority of customer transaction processing, ATMs, and a
new mobile banking application accessible from smartphones, tablets, and the Internet via HTTP. The corporation does
business having varying data retention and privacy laws. 

Which of the following technical modifications to the architecture and corresponding security controls should be
implemented to provide the MOST complete protection of data? 

A. Revoke exiting root certificates, re-issue new customer certificates, and ensure all transactions are digitally signed to
minimize fraud, implement encryption for data in-transit between data centers 

B. Ensure all data is encryption according to the most stringent regulatory guidance applicable, implement encryption for
data in-transit between data centers, increase data availability by replicating all data, transaction data, logs between
each corporate location 

C. Store customer data based on national borders, ensure end-to end encryption between ATMs, end users, and
servers, test redundancy and COOP plans to ensure data is not inadvertently shifted from one legal jurisdiction to
another with more stringent regulations 

D. Install redundant servers to handle corporate customer processing, encrypt all customer data to ease the transfer
from one country to another, implement end-to-end encryption between mobile applications and the cloud. 

Correct Answer: C 

 

QUESTION 5

An audit takes place after company-wide restricting, in which several employees changed roles. The following
deficiencies are found during the audit regarding access to confidential data: 

Which of the following would be the BEST method to prevent similar audit findings in the future? 

A. Implement separation of duties for the payroll department. 

B. Implement a DLP solution on the payroll and human resources servers. 

C. Implement rule-based access controls on the human resources server. 

D. Implement regular permission auditing and reviews. 

Correct Answer: D 
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