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QUESTION 1

A company needs to move data from an Amazon EC2 instance to an Amazon S3 bucket. The company must ensure
that no API calls and no data are routed through public internet routes. Only the EC2 instance can have access to
upload data to the S3 bucket. 

Which solution will meet these requirements? 

A. Create an interface VPC endpoint for Amazon S3 in the subnet where the EC2 instance is located. Attach a resource
policy to the S3 bucket to only allow the EC2 instance\\'s IAM role for access. 

B. Create a gateway VPC endpoint for Amazon S3 in the Availability Zone where the EC2 instance is located. Attach
appropriate security groups to the endpoint. Attach a resource policy lo the S3 bucket to only allow the EC2 instance\\'s
IAM role for access. 

C. Run the nslookup tool from inside the EC2 instance to obtain the private IP address of the S3 bucket\\'s service API
endpoint. Create a route in the VPC route table to provide the EC2 instance with access to the S3 bucket. Attach a
resource policy to the S3 bucket to only allow the EC2 instance\\'s IAM role for access. 

D. Use the AWS provided, publicly available ip-ranges.json tile to obtain the private IP address of the S3 bucket\\'s
service API endpoint. Create a route in the VPC route table to provide the EC2 instance with access to the S3 bucket.
Attach a resource policy to the S3 bucket to only allow the EC2 instance\\'s IAM role for access. 

Correct Answer: B 

What is VPC gateway endpoint Consider a scenario where you have to access S3 from your EC2 instance in a public
subnet. As the subnet has an internet gateway attached, the traffic to S3 will go through the public internet. However,
the problem arises if your instance is in a private subnet and does not have any NAT gateway/instance attached or you
cannot afford charges of NAT gateway. Currently, AWS S3 and DynamoDB are the only services supported by gateway
endpoints. Using Gateway endpoints does not incur any data processing or hourly charges. 

https://digitalcloud.training/vpc-interface-endpoint-vs-gateway-endpoint-in-aws/ 

 

QUESTION 2

A company is building a web-based application running on Amazon EC2 instances in multiple Availability Zones. The
web application will provide access to a repository of text documents totaling about 900 TB in size. The company
anticipates that the web application will experience periods of high demand. A solutions architect must ensure that the
storage component for the text documents can scale to meet the demand of the application at all times. The company is
concerned about the overall cost of the solution. 

Which storage solution meets these requirements MOST cost-effectively? 

A. Amazon Elastic Block Store (Amazon EBS) 

B. Amazon Elastic File System (Amazon EFS) 

C. Amazon Elasticsearch Service (Amazon ES) 

D. Amazon S3 

Correct Answer: D 
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Amazon S3 is cheapest and can be accessed from anywhere. 

 

QUESTION 3

A company is implementing a shared storage solution for a gaming application that is hosted in an on-premises data
center. The company needs the ability to use Lustre clients to access data. The solution must be fully managed. Which
solution meets these requirements? 

A. Create an AWS Storage Gateway file gateway. Create a file share that uses the required client protocol. Connect the
application server to the file share. 

B. Create an Amazon EC2 Windows instance. Install and configure a Windows file share role on the instance. Connect
the application server to the file share. 

C. Create an Amazon Elastic File System (Amazon EFS) file system, and configure it to support Lustre. Attach the file
system to the origin server. Connect the application server to the file system. 

D. Create an Amazon FSx for Lustre file system. Attach the file system to the origin server. Connect the application
server to the file system. 

Correct Answer: D 

Lustre in the question is only available as FSx https://aws.amazon.com/fsx/lustre/ 

 

QUESTION 4

A solutions architect needs to securely store a database user name and password that an application uses to access an
Amazon RDS DB instance. The application that accesses the database runs on an Amazon EC2 instance. The
solutions architect wants to create a secure parameter in AWS Systems Manager Parameter Store. 

What should the solutions architect do to meet this requirement? 

A. Create an IAM role that has read access to the Parameter Store parameter. Allow Decrypt access to an AWS Key
Management Service (AWS KMS) key that is used to encrypt the parameter. Assign this IAM role to the EC2 instance. 

B. Create an IAM policy that allows read access to the Parameter Store parameter. Allow Decrypt access to an AWS
Key Management Service (AWS KMS) key that is used to encrypt the parameter. Assign this IAM policy to the EC2
instance. 

C. Create an IAM trust relationship between the Parameter Store parameter and the EC2 instance. Specify Amazon
RDS as a principal in the trust policy. 

D. Create an IAM trust relationship between the DB instance and the EC2 instance. Specify Systems Manager as a
principal in the trust policy. 

Correct Answer: A 

To securely store a database user name and password in AWS Systems Manager Parameter Store and allow an
application running on an EC2 instance to access it, the solutions architect should create an IAM role that has read
access to the Parameter Store parameter and allow Decrypt access to an AWS KMS key that is used to encrypt the
parameter. The solutions architect should then assign this IAM role to the EC2 instance. 

This approach allows the EC2 instance to access the parameter in the Parameter Store and decrypt it using the
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specified KMS key while enforcing the necessary security controls to ensure that the parameter is only accessible to
authorized parties. 

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html 

 

QUESTION 5

A company receives 10 TB of instrumentation data each day from several machines located at a single factory. The
data consists of JSON files stored on a storage area network (SAN) in an on-premises data center located within the
factory. The company wants to send this data to Amazon S3 where it can be accessed by several additional systems
that provide critical near-real-lime analytics. A secure transfer is important because the data is considered sensitive. 

Which solution offers the MOST reliable data transfer? 

A. AWS DataSync over public internet 

B. AWS DataSync over AWS Direct Connect 

C. AWS Database Migration Service (AWS DMS) over public internet 

D. AWS Database Migration Service (AWS DMS) over AWS Direct Connect 

Correct Answer: B 

These are some of the main use cases for AWS DataSync: 

Data migration 

Move active datasets rapidly over the network into Amazon S3, Amazon EFS, or FSx for Windows File Server.
DataSync includes automatic encryption and data integrity validation to help make sure that your data arrives securely,
intact, and 

ready to use. "DataSync includes encryption and integrity validation to help make sure your data arrives securely, intact,
and ready to use." https://aws.amazon.com/datasync/faqs/ 
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