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QUESTION 1

A company deploys Amazon EC2 instances that run in a VPC The EC2 instances load source data into Amazon S3
buckets so that the data can be processed in the future According to compliance laws, the data must not be transmitted
over the public internet Servers in the company\\'s on-premises data center will consume the output from an application
that runs on the EC2 instances 

Which solution will meet these requirements? 

A. Deploy an interface VPC endpoint for Amazon EC2 Create an AWS Site-to-Site VPN connection between the
company and the VPC 

B. Deploy a gateway VPC endpoint for Amazon S3 Set up an AWS Direct Connect connection between the on-premises
network and the VPC 

C. Set up an AWS Transit Gateway connection from the VPC to the S3 buckets Create an AWS Site-to- Site VPN
connection between the company and the VPC 

D. Set up proxy EC2 instances that have routes to NAT gateways Configure the proxy EC2 instances to fetch S3 data
and feed the application instances 

Correct Answer: A 

 

QUESTION 2

A company runs demonstration environments for its customers on Amazon EC2 instances. Each environment is isolated
in its own VPC. The company\\'s operations team needs to be notified when RDP or SSH access to an environment has
been established. 

A. Configure Amazon CloudWatch Application Insights to create AWS Systems Manager OpsItems when RDP or SSH
access is detected. 

B. Configure the EC2 instances with an IAM instance profile that has an IAM role with the
AmazonSSMManagedInstanceCore policy attached. 

C. Publish VPC flow logs to Amazon CloudWatch Logs. Create required metric filters. Create an Amazon CloudWatch
metric alarm with a notification action for when the alarm is in the ALARM state. 

D. Configure an Amazon EventBridge rule to listen for events of type EC2 Instance State-change Notification. Configure
an Amazon Simple Notification Service (Amazon SNS) topic as a target. Subscribe the operations team to the topic. 

Correct Answer: C 

VPC Flow Logs is a feature that enables you to capture information about the IP traffic going to and from network
interfaces in your VPC. Flow log data can be published to the following locations: Amazon CloudWatch Logs, Amazon
S3, or Amazon Kinesis Data Firehose. After you create a flow log, you can retrieve and view the flow log records in the
log group, bucket, or delivery stream that you configured. 

Flow logs can help you with a number of tasks, such as: 

1.

 Diagnosing overly restrictive security group rules 
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2.

 Monitoring the traffic that is reaching your instance 

3.

 Determining the direction of the traffic to and from the network interfaces Ref link:
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html 

 

QUESTION 3

A global marketing company has applications that run in the ap-southeast-2 Region and the eu-west-1 Region.
Applications that run in a VPC in eu-west-1 need to communicate securely with databases that run in a VPC in ap-
southeast-2. 

Which network design will meet these requirements? 

A. Create a VPC peering connection between the eu-west-1 VPC and the ap-southeast-2 VPC. Create an inbound rule
in the eu-west-1 application security group that allows traffic from the database server IP addresses in the ap-
southeast2 security group. 

B. Configure a VPC peering connection between the ap-southeast-2 VPC and the eu-west-1 VPC. Update the subnet
route tables. Create an inbound rule in the ap-southeast-2 database security group that references the security group ID
of the application servers in eu-west-1. 

C. Configure a VPC peering connection between the ap-southeast-2 VPC and the eu-west-1 VPUpdate the subnet route
tables. Create an inbound rule in the ap-southeast-2 database security group that allows traffic from the eu-west-1
application server IP addresses. 

D. Create a transit gateway with a peering attachment between the eu-west-1 VPC and the ap-southeast-2 VPC. After
the transit gateways are properly peered and routing is configured, create an inbound rule in the database security
group that references the security group ID of the application servers in eu-west-1. 

Correct Answer: B 

Option B suggests configuring a VPC peering connection between the ap-southeast-2 VPC and the eu-west-1 VPC. By
establishing this peering connection, the VPCs can communicate with each other over their private IP addresses. 

Additionally, updating the subnet route tables is necessary to ensure that the traffic destined for the remote VPC is
correctly routed through the VPC peering connection. 

To secure the communication, an inbound rule is created in the ap-southeast-2 database security group. This rule
references the security group ID of the application servers in the eu-west-1 VPC, allowing traffic only from those
instances. This approach ensures that only the authorized application servers can access the databases in the ap-
southeast-2 VPC. 

 

QUESTION 4

A company has an on-premises MySQL database that handles transactional data The company is migrating the
database to the AWS Cloud The migrated database must maintain compatibility with the company\\'s applications that
use the database The migrated database also must scale automatically during periods of increased demand. 

Which migration solution will meet these requirements? 
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A. Use native MySQL tools to migrate the database to Amazon RDS for MySQL Configure elastic storage scaling 

B. Migrate the database to Amazon Redshift by using the mysqldump utility Turn on Auto Scaling for the Amazon
Redshift cluster 

C. Use AWS Database Migration Service (AWS DMS) to migrate the database to Amazon Aurora Turn on Aurora Auto
Scaling. 

D. Use AWS Database Migration Service (AWS DMS) to migrate the database to Amazon DynamoDB Configure an
Auto Scaling policy. 

Correct Answer: D 

 

QUESTION 5

A company has multiple AWS accounts in an organization in AWS Organizations that different business units use. The
company has multiple offices around the world. The company needs to update security group rules to allow new office 

CIDR ranges or to remove old CIDR ranges across the organization. The company wants to centralize the management
of security group rules to minimize the administrative overhead that updating CIDR ranges requires. 

Which solution will meet these requirements MOST cost-effectively? 

A. Create VPC security groups in the organization\\'s management account. Update the security groups when a CIDR
range update is necessary. 

B. Create a VPC customer managed prefix list that contains the list of CIDRs. Use AWS Resource Access Manager
(AWS RAM) to share the prefix list across the organization. Use the prefix list in the security groups across the
organization. 

C. Create an AWS managed prefix list. Use an AWS Security Hub policy to enforce the security group update across
the organization. Use an AWS Lambda function to update the prefix list automatically when the CIDR ranges change. 

D. Create security groups in a central administrative AWS account. Create an AWS Firewall Manager common security
group policy for the whole organization. Select the previously created security groups as primary groups in the policy. 

Correct Answer: B 

Latest SAA-C03 Dumps SAA-C03 PDF Dumps SAA-C03 Exam Questions

Powered by TCPDF (www.tcpdf.org)

Latest SAA-C03 Dumps | SAA-C03 PDF Dumps | SAA-C03 Exam Questions                                4 / 4

https://www.leads4pass.com/saa-c03.html
https://www.leads4pass.com/saa-c03.html
https://www.leads4pass.com/saa-c03.html
http://www.tcpdf.org
https://www.leads4pass.com/saa-c03.html
https://www.leads4pass.com/saa-c03.html
https://www.leads4pass.com/saa-c03.html

