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QUESTION 1

You have a Microsoft 365 subscription that syncs with Active Directory Domain Services (AD DS). 

You need to define the recovery steps for a ransomware attack that encrypted data in the subscription. The solution
must follow Microsoft Security Best Practices. 

What is the first step in the recovery plan? 

A. From Microsoft Defender for Endpoint, perform a security scan. 

B. Recover files to a cleaned computer or device. 

C. Contact law enforcement. 

D. Disable Microsoft OneDrive sync and Exchange ActiveSync. 

Correct Answer: D 

The following containment steps can be done concurrently as new threat vectors are discovered. 

Step 1: Assess the scope of the situation 

Which user accounts were compromised? 

Which devices are affected? Which applications are affected? Step 2: Preserve existing systems 

*

 Disable all privileged user accounts except for a small number of accounts used by your admins to assist in resetting
the integrity of your AD DS infrastructure. If a user account is believed to be compromised, disable it immediately. 

*

 Isolate compromised systems from the network, but do not shut them off. 

*

 Etc. 

Note: 

With OneDrive, you can sync files between your computer and the cloud, so you can get to your files from anywhere -
your computer, your mobile device, and even through the OneDrive website at OneDrive.com. 

ActiveSync is a client protocol that lets users synchronize their Exchange mailbox with a mobile device. 

Reference: https://learn.microsoft.com/en-us/security/compass/incident-response-playbook-dart-ransomware-approach 

 

QUESTION 2

HOTSPOT 
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Your company has a multi-cloud environment that contains a Microsoft 365 subscription, an Azure subscription, and
Amazon Web Services (AWS) implementation. 

You need to recommend a security posture management solution for the following components: 

1. 

Azure IoT Edge devices 

2. 

AWS EC2 instances 

Which services should you include in the recommendation? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Microsoft Defender for IoT 

Microsoft Defender for IoT is a unified security solution for identifying IoT and OT devices, vulnerabilities, and threats
and managing them through a central interface. 

Azure IoT Edge provides powerful capabilities to manage and perform business workflows at the edge. The key part
that IoT Edge plays in IoT environments make it particularly attractive for malicious actors. 

Defender for IoT azureiotsecurity provides a comprehensive security solution for your IoT Edge devices. Defender for
IoT module collects, aggregates and analyzes raw security data from your Operating System and container system into 

actionable security recommendations and alerts. 

Box 2: Microsoft Defender for Cloud and Azure Arc 

Microsoft Defender for Cloud provides the following features in the CSPM (Cloud Security Posture Management)
category in the multi-cloud scenario for AWS. Take into account that some of them require Defender plan to be enabled
(such 

as Regulatory Compliance): 

*

 Detection of security misconfigurations 

*

 Single view showing Security Center recommendations and AWS Security Hub findings 
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*

 Incorporation of AWS resources into Security Center\\'s secure score calculations 

*

 Regulatory compliance assessments of AWS resources 

Security Center uses Azure Arc to deploy the Log Analytics agent to AWS instances. 

Incorrect: AWS EC2 Microsoft Defender for Cloud Apps Amazon Web Services is an IaaS provider that enables your
organization to host and manage their entire workloads in the cloud. Along with the benefits of leveraging infrastructure
in the cloud, your organization\\'s most critical assets may be exposed to threats. Exposed assets include storage
instances with potentially sensitive information, compute resources that operate some of your most critical applications,
ports, and virtual private networks that enable access to your organization. 

Connecting AWS to Defender for Cloud Apps helps you secure your assets and detect potential threats by monitoring
administrative and sign-in activities, notifying on possible brute force attacks, malicious use of a privileged user account,
unusual deletions of VMs, and publicly exposed storage buckets. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-iot/device-builders/security-edge-architecture
https://samilamppu.com/2021/11/04/multi-cloud-security-posture-management-in-microsoft-defender-for-cloud/ 

 

QUESTION 3

You have a Microsoft 365 E5 subscription. 

You are designing a solution to protect confidential data in Microsoft SharePoint Online sites that contain more than one
million documents. 

You need to recommend a solution to prevent Personally Identifiable Information (Pll) from being shared. 

Which two components should you include in the recommendation? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. data loss prevention (DLP) policies 

B. retention label policies 

C. eDiscovery cases 

D. sensitivity label policies 

Correct Answer: AD 

A: Data loss prevention in Office 365. Data loss prevention (DLP) helps you protect sensitive information and prevent its
inadvertent disclosure. Examples of sensitive information that you might want to prevent from leaking outside your 

organization include financial data or personally identifiable information (PII) such as credit card numbers, social
security numbers, or health records. With a data loss prevention (DLP) policy, you can identify, monitor, and
automatically 

protect sensitive information across Office 365. 
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D: Sensitivity labels 

Sensitivity labels from Microsoft Purview Information Protection let you classify and protect your organization\\'s data
without hindering the productivity of users and their ability to collaborate. 

Plan for integration into a broader information protection scheme. On top of coexistence with OME, sensitivity labels can
be used along-side capabilities like Microsoft Purview Data Loss Prevention (DLP) and Microsoft Defender for Cloud 

Apps. 

Incorrect: 

Not B: Retention labels help you retain what you need and delete what you don\\'t at the item level (document or email).
They are also used to declare an item as a record as part of a records management solution for your Microsoft 365
data. 

Not C: eDiscovery cases in eDiscovery (Standard) and eDiscovery (Premium) let you associate specific searches and
exports with a specific investigation. You can also assign members to a case to control who can access the case and
view 

the contents of the case. Place content locations on legal hold. 

Reference: https://motionwave.com.au/keeping-your-confidential-data-secure-with-microsoft-office-365/ https://docs.mic
rosoft.com/en-us/microsoft-365/solutions/information-protection-deploy-protect-
information?view=o365-worldwide#sensitivity-labels 

 

QUESTION 4

HOTSPOT 

Your company wants to optimize using Azure to protect its resources from ransomware. 

You need to recommend which capabilities of Azure Backup and Azure Storage provide the strongest protection against
ransomware attacks. The solution must follow Microsoft Security Best Practices. 

What should you recommend? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: A security PIN 

Azure Backup 

The best way to prevent falling victim to ransomware is to implement preventive measures and have tools that protect
your organization from every step that attackers take to infiltrate your systems. 

You can reduce your on-premises exposure by moving your organization to a cloud service. 

Checks have been added to make sure only valid users can perform various operations. These include adding an extra
layer of authentication. As part of adding an extra layer of authentication for critical operations, you\\'re prompted to
enter a 

security PIN before modifying online backups. 

Box 2: Encryption by using platform-managed keys 

Ensure backup data is encrypted. 

By default, backup data at rest is encrypted using platform-managed keys (PMK). For vaulted backups, you can choose
to use customer-managed keys (CMK) to own and manage the encryption keys yourself. Additionally, you can
configure 

encryption on the storage infrastructure using infrastructure-level encryption, which along with CMK encryption provides
double encryption of data at rest. 
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Reference: 

https://learn.microsoft.com/en-us/azure/security/fundamentals/backup-plan-to-protect-against-ransomware 

https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq 

 

QUESTION 5

HOTSPOT 

You need to recommend a solution to meet the AWS requirements. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

SC-100 VCE Dumps | SC-100 Practice Test | SC-100 Braindumps                              9 / 13

https://www.lead4pass.com/sc-100.html
https://www.lead4pass.com/sc-100.html
https://www.lead4pass.com/sc-100.html


https://www.lead4pass.com/sc-100.html
2023 Latest lead4pass SC-100 PDF and VCE dumps Download

Box 1: Microsoft Defender for servers 

Scenario: Notify security administrators at Fabrikam if any AWS EC2 instances are noncompliant with secure score
recommendations. 

Defender for Servers is one of the enhanced security features available in Microsoft Defender for Cloud. You can use it
to add threat detection and advanced defenses to your Windows and Linux machines that exist in hybrid and multicloud 

environments. 

Available Defender for Server plans 

Defender for Servers offers you a choice between two paid plans. 

Both include automatic onboarding for resources in Azure, AWS, GCP. 
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Plan 1 includes the following benefits: 

Automatic onboarding for resources in Azure, AWS, GCP 

Microsoft threat and vulnerability management 

Flexibility to use Microsoft Defender for Cloud or Microsoft 365 Defender portal 

A Microsoft Defender for Endpoint subscription that includes access to alerts, software inventory, Vulnerability
Assessment and an automatic integration with Microsoft Defender for Cloud. 

Plan 2 includes everything in Plan 1 plus some additional benefits. 

Box 2: Microsoft Sentinel 

Scenario: AWS Requirements 

Fabrikam identifies the following security requirements for the data hosted in ContosoAWS1: 

Ensure that the security administrators can query AWS service logs directly from the Azure environment. 

Use the Amazon Web Services (AWS) connectors to pull AWS service logs into Microsoft Sentinel. 

Note: These connectors work by granting Microsoft Sentinel access to your AWS resource logs. Setting up the
connector establishes a trust relationship between Amazon Web Services and Microsoft Sentinel. This is accomplished
on AWS 

by creating a role that gives permission to Microsoft Sentinel to access your AWS logs. 
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Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-servers-introduction 

https://docs.microsoft.com/en-us/azure/defender-for-cloud/recommendations-reference-aws 

https://docs.microsoft.com/en-us/azure/sentinel/connect-aws 
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