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QUESTION 1

Your company has an on-premises network, an Azure subscription, and a Microsoft 365 E5 subscription. The company
uses the following devices: 

1. 

Computers that run either Windows 10 or Windows 11 

2. 

Tablets and phones that run either Android or iOS 

You need to recommend a solution to classify and encrypt sensitive Microsoft Office 365 data regardless of where the
data is stored. 

What should you include in the recommendation? 

A. eDiscovery 

B. Microsoft Information Protection 

C. Compliance Manager 

D. retention policies 

Correct Answer: B 

Protect your sensitive data with Microsoft Purview. 

Implement capabilities from Microsoft Purview Information Protection (formerly Microsoft Information Protection) to help
you discover, classify, and protect sensitive information wherever it lives or travels. 

Note: You can use Microsoft Information Protection: Microsoft Purview for Auditing and Analytics in Outlook for iOS,
Android, and Mac (DoD). 

Incorrect: 

Not A: Electronic discovery, or eDiscovery, is the process of identifying and delivering electronic information that can be
used as evidence in legal cases. You can use eDiscovery tools in Microsoft Purview to search for content in Exchange 

Online, OneDrive for Business, SharePoint Online, Microsoft Teams, Microsoft 365 Groups, and Yammer teams. You
can search mailboxes and sites in the same eDiscovery search, and then export the search results. You can use
Microsoft 

Purview eDiscovery (Standard) cases to identify, hold, and export content found in mailboxes and sites. If your
organization has an Office 365 E5 or Microsoft 365 E5 subscription (or related E5 add-on subscriptions), you can further
manage 

custodians and analyze content by using the feature-rich Microsoft Purview eDiscovery (Premium) solution in Microsoft
365. 

Not C: What does compliance Manager do? 

Compliance managers ensure that a business, its employees and its projects comply with all relevant regulations and
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specifications. This could include health and safety, environmental, legal or quality standards, as well as any ethical
policies 

the company may have. 

Not D: A retention policy (also called a \\'schedule\\') is a key part of the lifecycle of a record. It describes how long a
business needs to keep a piece of information (record), where it\\'s stored and how to dispose of the record when its
time. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection 

https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=o365-worldwide 

 

QUESTION 2

You need to recommend a strategy for securing the litware.com forest. The solution must meet the identity
requirements. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE;
Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Microsoft defender for cloud 

Scenario: Prevent AD DS user accounts from being locked out by brute force attacks that target Azure AD user
accounts. 

When Microsoft Defender for Cloud detects a Brute-force attack, it triggers an alert to bring you awareness that a brute
force attack took place. The automation uses this alert as a trigger to block the traffic of the IP by creating a security rule
in 

the NSG attached to the VM to deny inbound traffic from the IP addresses attached to the alert. In the alerts of this type,
you can find the attacking IP address appearing in the \\'entities\\' field of the alert. 

Box 2: An account lockout policy in AD DS 

Scenario: 

Detect brute force attacks that directly target AD DS user accounts. 

Smart lockout helps lock out bad actors that try to guess your users\\' passwords or use brute-force methods to get in.
Smart lockout can recognize sign-ins that come from valid users and treat them differently than ones of attackers and
other 

unknown sources. Attackers get locked out, while your users continue to access their accounts and be productive. 

Verify on-premises account lockout policy 

To verify your on-premises AD DS account lockout policy, complete the following steps from a domain-joined system
with administrator privileges: 

1. 

Open the Group Policy Management tool. 

2. 

Edit the group policy that includes your organization\\'s account lockout policy, such as, the Default Domain Policy. 

3. 

Browse to Computer Configuration > Policies > Windows Settings > Security Settings > Account Policies > Account
Lockout Policy. 
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4. 

Verify your Account lockout threshold and Reset account lockout counter after values. 

Reference: https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/automation-to-block-brute-force-
attacked-ip-detected-by/ba-p/1616825 https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-
password-smart-lockout#verify-on-premises-account-lockout-policy 

 

QUESTION 3

DRAG DROP 

You have a Microsoft 365 subscription. 

You need to recommend a security solution to monitor the following activities: 

1. 

User accounts that were potentially compromised 

2. 

Users performing bulk file downloads from Microsoft SharePoint Online 

What should you include in the recommendation for each activity? To answer, drag the appropriate components to the
correct activities. Each component may be used once, more than once, or not at all. You may need to drag the split bar 

between panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 
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Box 1: Azure Active Directory (Azure AD) Identity Protection 

Risk detections in Azure AD Identity Protection include any identified suspicious actions related to user accounts in the
directory. Risk detections (both user and sign-in linked) contribute to the overall user risk score that is found in the
Risky 

Users report. 

Identity Protection provides organizations access to powerful resources to see and respond quickly to these suspicious
actions. 

Note: 

Premium sign-in risk detections include: 

*

 Token Issuer Anomaly - This risk detection indicates the SAML token issuer for the associated SAML token is
potentially compromised. The claims included in the token are unusual or match known attacker patterns. 

*

 Suspicious inbox manipulation rules - This detection is discovered by Microsoft Defender for Cloud Apps. This detection
profiles your environment and triggers alerts when suspicious rules that delete or move messages or folders are set on
a user\\'s inbox. This detection may indicate that the user\\'s account is compromised, that messages are being
intentionally hidden, and that the mailbox is being used to distribute spam or malware in your organization. 
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*

 Etc. 

Incorrect: 

Not: Microsoft 365 Defender for Cloud 

Part of your incident investigation can include user accounts. You can see the details of user accounts identified in the
alerts of an incident in the Microsoft 365 Defender portal from Incidents and alerts > incident > Users. 

Box 2: Microsoft 365 Defender for App 

Defender for Cloud apps detect mass download (data exfiltration) policy 

Detect when a certain user accesses or downloads a massive number of files in a short period of time. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
https://docs.microsoft.com/en-us/defender-cloud-apps/policies-threat-protection#detect-mass-download-data-exfiltration
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-users 

 

QUESTION 4

Your company has a Microsoft 365 subscription and uses Microsoft Defender for Identity. 

You are informed about incidents that relate to compromised identities. 

You need to recommend a solution to expose several accounts for attackers to exploit. When the attackers attempt to
exploit the accounts, an alert must be triggered. 

Which Defender for Identity feature should you include in the recommendation? 

A. sensitivity labels 

B. custom user tags 

C. standalone sensors 

D. honeytoken entity tags 

Correct Answer: D 

Honeytoken entities are used as traps for malicious actors. Any authentication associated with these honeytoken
entities triggers an alert. 

Incorrect: 

Not B: custom user tags 

After you apply system tags or custom tags to users, you can use those tags as filters in alerts, reports, and
investigation. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-identity/entity-tags 
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QUESTION 5

You have Windows 11 devices and Microsoft 365 E5 licenses. 

You need to recommend a solution to prevent users from accessing websites that contain adult content such as
gambling sites. 

What should you include in the recommendation? 

A. Microsoft Endpoint Manager 

B. Compliance Manager 

C. Microsoft Defender for Cloud Apps 

D. Microsoft Defender for Endpoint 

Correct Answer: D 

Web content filtering is part of the Web protection capabilities in Microsoft Defender for Endpoint. It enables your
organization to track and regulate access to websites based on their content categories. Many of these websites, while
not 

malicious, might be problematic because of compliance regulations, bandwidth usage, or other concerns. 

Note: Turn on web content filtering 

From the left-hand navigation in Microsoft 365 Defender portal, select Settings > Endpoints > General > Advanced
Features. Scroll down until you see the entry for Web content filtering. Switch the toggle to On and Save preferences. 

Configure web content filtering policies 

Web content filtering policies specify which site categories are blocked on which device groups. To manage the policies,
go to Settings > Endpoints > Web content filtering (under Rules). 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/web-content-filtering 
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