
https://www.lead4pass.com/sc-100.html
2023 Latest lead4pass SC-100 PDF and VCE dumps Download

 

 

 

SC-100Q&As

Microsoft Cybersecurity Architect

Pass Microsoft SC-100 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.lead4pass.com/sc-100.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Microsoft
Official Exam Center

 

 

SC-100 Practice Test | SC-100 Study Guide | SC-100 Exam Questions                                1 / 9

https://www.lead4pass.com/sc-100.html
https://www.lead4pass.com/sc-100.html
https://www.lead4pass.com/sc-100.html


https://www.lead4pass.com/sc-100.html
2023 Latest lead4pass SC-100 PDF and VCE dumps Download

QUESTION 1

You receive a security alert in Microsoft Defender for Cloud as shown in the exhibit. (Click the Exhibit tab.) 

After remediating the threat which policy definition should you assign to prevent the threat from reoccurring? 

A. Storage account public access should be disallowed 

B. Azure Key Vault Managed HSM should have purge protection enabled 

C. Storage accounts should prevent shared key access 

D. Storage account keys should not be expired 

Correct Answer: A 

Anonymous public read access to containers and blobs in Azure Storage is a convenient way to share data, but may
also present a security risk. It\\'s important to manage anonymous access judiciously and to understand how to evaluate
anonymous access to your data. Operational complexity, human error, or malicious attack against data that is publicly
accessible can result in costly data breaches. Microsoft recommends that you enable anonymous access only when
necessary for your application scenario. 

Note: Attackers have been crawling for public containers using tools such as MicroBurst. 

Exploiting Anonymous Blob Access Now, there are thousands of articles explaining how this can be abused and how to
search for insecure storage in Azure. One of the easiest way is to use MicroBurst, provide the storage account name to
search for, and it’ll check if the containers exists based on a wordlist saved in the Misc/permutations.txt 
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Reference: https://docs.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-prevent
https://hackingthe.cloud/azure/anonymous-blob-access/ 

 

QUESTION 2

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing the encryption standards for data at rest for an Azure resource. 

You need to provide recommendations to ensure that the data at rest is encrypted by using AES-256 keys. The solution
must support rotating the encryption keys monthly. 

Solution: For Azure SQL databases, you recommend Transparent Data Encryption (TDE) that uses customer-managed
keys (CMKs). 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

We need to use customer-managed keys. 

Transparent data encryption (TDE) helps protect Azure SQL Database, Azure SQL Managed Instance, and Azure
Synapse Analytics against the threat of malicious offline activity by encrypting data at rest. It performs real-time
encryption and 

decryption of the database, associated backups, and transaction log files at rest without requiring changes to the
application. 

In Azure, the default setting for TDE is that the Database Encryption Key (DEK) is protected by a built-in server
certificate. The built-in server certificate is unique for each server and the encryption algorithm used is AES 256. 

TDE protector is either a service-managed certificate (service-managed transparent data encryption) or an asymmetric
key stored in Azure Key Vault (customer-managed transparent data encryption). 

Note: Automated key rotation in Key Vault allows users to configure Key Vault to automatically generate a new key
version at a specified frequency. You can use rotation policy to configure rotation for each individual key. Our
recommendation 

is to rotate encryption keys at least every two years to meet cryptographic best practices. 

This feature enables end-to-end zero-touch rotation for encryption at rest for Azure services with customer-managed
key (CMK) stored in Azure Key Vault. Please refer to specific Azure service documentation to see if the service covers
endto-end rotation. 

Reference: https://docs.microsoft.com/en-us/azure/azure-sql/database/transparent-data-encryption-tde-overview 

https://docs.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation 
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QUESTION 3

You have an Azure subscription that contains virtual machines, storage accounts, and Azure SQL databases. 

All resources are backed up multiple times a day by using Azure Backup. 

You are developing a strategy to protect against ransomware attacks. 

You need to recommend which controls must be enabled to ensure that Azure Backup can be used to restore the
resources in the event of a successful ransomware attack. 

Which two controls should you include in the recommendation? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. Enable soft delete for backups. 

B. Require PINs for critical operations. 

C. Encrypt backups by using customer-managed keys (CMKs). 

D. Perform offline backups to Azure Data Box. 

E. Use Azure Monitor notifications when backup configurations change. 

Correct Answer: BE 

Checks have been added to make sure only valid users can perform various operations. These include adding an extra
layer of authentication. As part of adding an extra layer of authentication for critical operations, you\\'re prompted to
enter a security PIN before modifying online backups. 

Your backups need to be protected from sophisticated bot and malware attacks. Permanent loss of data can have
significant cost and time implications to your business. To help protect against this, Azure Backup guards against
malicious attacks through deeper security, faster notifications, and extended recoverability. 

For deeper security, only users with valid Azure credentials will receive a security PIN generated by the Azure portal to
allow them to backup data. If a critical backup operation is authorized, such as “delete backup data,” a notification is
immediately sent so you can engage and minimize the impact to your business. If a hacker does delete backup data,
Azure Backup will store the deleted backup data for up to 14 days after deletion. 

E: Key benefits of Azure Monitor alerts include: 

Monitor alerts at-scale via Backup center: In addition to enabling you to manage the alerts from Azure Monitor
dashboard, Azure Backup also provides an alert management experience tailored to backups via Backup center. This
allows you to 

filter alerts by backup specific properties, such as workload type, vault location, and so on, and a way to get quick
visibility into the active backup security alerts that need attention. 

Reference: https://docs.microsoft.com/en-us/azure/security/fundamentals/backup-plan-to-protect-against-ransomware
https://www.microsoft.com/security/blog/2017/01/05/azure-backup-protects-against-ransomware/
https://docs.microsoft.com/en-us/azure/backup/move-to-azure-monitor-alerts 

 

QUESTION 4
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Your company has an on-premises network and an Azure subscription. 

The company does NOT have a Site-to-Site VPN or an ExpressRoute connection to Azure. 

You are designing the security standards for Azure App Service web apps. The web apps will access Microsoft SQL
Server databases on the network. 

You need to recommend security standards that will allow the web apps to access the databases. The solution must
minimize the number of open internet-accessible endpoints to the on-premises network. 

What should you include in the recommendation? 

A. a private endpoint 

B. hybrid connections 

C. virtual network NAT gateway integration 

D. virtual network integration 

Correct Answer: B 

Hybrid Connections can connect Azure App Service Web Apps to on-premises resources that use a static TCP port.
Supported resources include Microsoft SQL Server, MySQL, HTTP Web APIs, Mobile Services, and most custom Web 

Services. 

Note: You can use an Azure App Service Hybrid Connections. To do this, you need to add and create Hybrid
Connections in your app. You will download and install an agent (the Hybrid Connection Manager) in the database
server or another 

server which is in the same network as the on-premise database. 

You configure a logical connection on your app service or web app. 

A small agent, the Hybrid Connection Manager, is downloaded and installed on a Windows Server (2012 or later)
running in the remote network (on-premises or anywhere) that you need to communicate with. 

You log into your Azure subscription in the Hybrid Connection manager and select the logical connection in your app
service. 

The Hybrid Connection Manager will initiate a secure tunnel out (TCP 80/443) to your app service in Azure. 

Your app service can now communicate with TCP-based services, on Windows or Linux, in the remote network via the
Hybrid Connection Manager. 

You could get more details on how to Connect Azure Web Apps To On-Premises. 

Incorrect: 

Not A: NAT gateway provides outbound internet connectivity for one or more subnets of a virtual network. Once NAT
gateway is associated to a subnet, NAT provides source network address translation (SNAT) for that subnet. NAT
gateway 

specifies which static IP addresses virtual machines use when creating outbound flows. 

However, we need an inbound connection. 
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Not C: You can Azure web app service VNet integration with Azure VPN gateway to securely access the resource in an
Azure VNet or on-premise network. 

Note: Virtual network integration gives your app access to resources in your virtual network, but it doesn\\'t grant
inbound private access to your app from the virtual network. Private site access refers to making an app accessible only
from a 

private network, such as from within an Azure virtual network. Virtual network integration is used only to make outbound
calls from your app into your virtual network. The virtual network integration feature behaves differently when it\\'s used 

with virtual networks in the same region and with virtual networks in other regions. The virtual network integration
feature has two variations: 

Regional virtual network integration: When you connect to virtual networks in the same region, you must have a
dedicated subnet in the virtual network you\\'re integrating with. 

Gateway-required virtual network integration: When you connect directly to virtual networks in other regions or to a
classic virtual network in the same region, you need an Azure Virtual Network gateway created in the target virtual
network. 

Reference: https://github.com/uglide/azure-content/blob/master/articles/app-service-web/web-sites-hybrid-connection-
connect-on-premises-sql-server.md 

https://docs.microsoft.com/en-us/answers/questions/701793/connecting-to-azure-app-to-onprem-datbase.html 

 

QUESTION 5

HOTSPOT 

You have an Azure subscription and an on-premises datacenter. The datacenter contains 100 servers that run Windows
Server. All the servers are backed up to a Recovery Services vault by using Azure Backup and the Microsoft Azure
Recovery Services (MARS) agent. 

You need to design a recovery solution for ransomware attacks that encrypt the on-premises servers. The solution must
follow Microsoft Security Best Practices and protect against the following risks: 

1. 

A compromised administrator account used to delete the backups from Azure Backup before encrypting the servers 

2. 

A compromised administrator account used to disable the backups on the MARS agent before encrypting the servers 

What should you use for each risk? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: Soft delete of backups 

How to block intentional or unintentional deletion of backup data? 

Enable Soft delete is enabled to protect backups from accidental or malicious deletes. 

Soft delete is a useful feature that helps you deal with data loss. Soft delete retains backup data for 14 days, allowing
the recovery of that backup item before it\\'s permanently lost. 

Box 2: Multi-user authorization by using Resource Guard 

Ensure Multi-user authorization (MUA) is enabled for an additional layer of protection. 

MUA for Azure Backup uses a new resource called Resource Guard to ensure critical operations, such as disabling soft
delete, stopping and deleting backups, or reducing retention of backup policies, are performed only with applicable 
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authorization. 

Reference: https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq 
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