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QUESTION 1

DRAG DROP 

You have a Microsoft 365 subscription. 

You need to recommend a security solution to monitor the following activities: 

1. 

User accounts that were potentially compromised 

2. 

Users performing bulk file downloads from Microsoft SharePoint Online 

What should you include in the recommendation for each activity? To answer, drag the appropriate components to the
correct activities. Each component may be used once, more than once, or not at all. You may need to drag the split bar 

between panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 

Box 1: Azure Active Directory (Azure AD) Identity Protection 

Risk detections in Azure AD Identity Protection include any identified suspicious actions related to user accounts in the
directory. Risk detections (both user and sign-in linked) contribute to the overall user risk score that is found in the
Risky 

Users report. 

Identity Protection provides organizations access to powerful resources to see and respond quickly to these suspicious
actions. 

Note: 

Premium sign-in risk detections include: 

*

 Token Issuer Anomaly - This risk detection indicates the SAML token issuer for the associated SAML token is
potentially compromised. The claims included in the token are unusual or match known attacker patterns. 

*

 Suspicious inbox manipulation rules - This detection is discovered by Microsoft Defender for Cloud Apps. This detection
profiles your environment and triggers alerts when suspicious rules that delete or move messages or folders are set on
a user\\'s inbox. This detection may indicate that the user\\'s account is compromised, that messages are being
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intentionally hidden, and that the mailbox is being used to distribute spam or malware in your organization. 

*

 Etc. 

Incorrect: 

Not: Microsoft 365 Defender for Cloud 

Part of your incident investigation can include user accounts. You can see the details of user accounts identified in the
alerts of an incident in the Microsoft 365 Defender portal from Incidents and alerts > incident > Users. 

Box 2: Microsoft 365 Defender for App 

Defender for Cloud apps detect mass download (data exfiltration) policy 

Detect when a certain user accesses or downloads a massive number of files in a short period of time. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
https://docs.microsoft.com/en-us/defender-cloud-apps/policies-threat-protection#detect-mass-download-data-exfiltration
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-users 

 

QUESTION 2

Reference: https://www.microsoft.com/en-us/security/business/identity-access/azure-active-directory-pricing 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that has Microsoft Defender for Cloud enabled. 

You are evaluating the Azure Security Benchmark V3 report. 

In the Secure management ports controls, you discover that you have 0 out of a potential 8 points. 

You need to recommend configurations to increase the score of the Secure management ports controls. 

Solution: You recommend enabling adaptive network hardening. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead: You recommend enabling just-in-time (JIT) VM access on all virtual machines. 

Note: 

Secure management ports - Brute force attacks often target management ports. Use these recommendations to reduce
your exposure with tools like just-in-time VM access and network security groups. 
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Recommendations: 

-Internet-facing virtual machines should be protected with network security groups 

-

Management ports of virtual machines should be protected with just-in-time network access control 

-

Management ports should be closed on your virtual machines Reference: https://docs.microsoft.com/en-
us/azure/defender-for-cloud/secure-score-security-controls 

 

QUESTION 3

Your company has an on-premises network, an Azure subscription, and a Microsoft 365 E5 subscription. The company
uses the following devices: 

1. 

Computers that run either Windows 10 or Windows 11 

2. 

Tablets and phones that run either Android or iOS 

You need to recommend a solution to classify and encrypt sensitive Microsoft Office 365 data regardless of where the
data is stored. 

What should you include in the recommendation? 

A. eDiscovery 

B. Microsoft Information Protection 

C. Compliance Manager 

D. retention policies 

Correct Answer: B 

Protect your sensitive data with Microsoft Purview. 

Implement capabilities from Microsoft Purview Information Protection (formerly Microsoft Information Protection) to help
you discover, classify, and protect sensitive information wherever it lives or travels. 

Note: You can use Microsoft Information Protection: Microsoft Purview for Auditing and Analytics in Outlook for iOS,
Android, and Mac (DoD). 

Incorrect: 

Not A: Electronic discovery, or eDiscovery, is the process of identifying and delivering electronic information that can be
used as evidence in legal cases. You can use eDiscovery tools in Microsoft Purview to search for content in Exchange 

Online, OneDrive for Business, SharePoint Online, Microsoft Teams, Microsoft 365 Groups, and Yammer teams. You
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can search mailboxes and sites in the same eDiscovery search, and then export the search results. You can use
Microsoft 

Purview eDiscovery (Standard) cases to identify, hold, and export content found in mailboxes and sites. If your
organization has an Office 365 E5 or Microsoft 365 E5 subscription (or related E5 add-on subscriptions), you can further
manage 

custodians and analyze content by using the feature-rich Microsoft Purview eDiscovery (Premium) solution in Microsoft
365. 

Not C: What does compliance Manager do? 

Compliance managers ensure that a business, its employees and its projects comply with all relevant regulations and
specifications. This could include health and safety, environmental, legal or quality standards, as well as any ethical
policies 

the company may have. 

Not D: A retention policy (also called a \\'schedule\\') is a key part of the lifecycle of a record. It describes how long a
business needs to keep a piece of information (record), where it\\'s stored and how to dispose of the record when its
time. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection 

https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=o365-worldwide 

 

QUESTION 4

You have an Azure subscription that has Microsoft Defender for Cloud enabled. 

You need to enforce ISO 27001:2013 standards for the subscription. The solution must ensure that noncompliant
resources are remediated automatically. 

What should you use? 

A. Azure Policy 

B. Azure Blueprints 

C. the regulatory compliance dashboard in Defender for Cloud 

D. Azure role-based access control (Azure RBAC) 

Correct Answer: A 

Control mapping of the ISO 27001 Shared Services blueprint sample 

The following mappings are to the ISO 27001:2013 controls. Use the navigation on the right to jump directly to a specific
control mapping. Many of the mapped controls are implemented with an Azure Policy initiative. 

Open Policy in the Azure portal and select the Definitions page. Then, find and select the [Preview] Audit ISO
27001:2013 controls and deploy specific VM Extensions to support audit requirements built-in policy initiative. 

Note: Security Center can now auto provision the Azure Policy\\'s Guest Configuration extension (in preview) 
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Azure Policy can audit settings inside a machine, both for machines running in Azure and Arc connected machines. The
validation is performed by the Guest Configuration extension and client. 

With this update, you can now set Security Center to automatically provision this extension to all supported machines. 

Enforcing a secure configuration, based on a specific recommendation, is offered in two modes: 

Using the Deny effect of Azure Policy, you can stop unhealthy resources from being created 

Using the Enforce option, you can take advantage of Azure Policy\\'s DeployIfNotExist effect and automatically
remediate non-compliant resources upon creation Reference: https://docs.microsoft.com/en-
us/azure/governance/blueprints/samples/iso27001-shared/control-mapping https://docs.microsoft.com/en-
us/azure/defender-for-cloud/release-notes-archive https://docs.microsoft.com/en-us/azure/defender-for-cloud/prevent-
misconfigurations 

 

QUESTION 5

HOTSPOT 

You are creating the security recommendations for an Azure App Service web app named App1. App1 has the following
specifications: 

1. 

Users will authenticate by using Azure AD user accounts. 

2. 

Users will request access to App1 through the My Apps portal. A human resources manager will approve the requests. 

You need to recommend an access security architecture for App1. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: A managed identity in Azure AD 

Use a managed identity. You use Azure AD as the identity provider. 

Box 2: An access review in Identity Governance 

Access to groups and applications for employees and guests changes over time. To reduce the risk associated with
stale access assignments, administrators can use Azure Active Directory (Azure AD) to create access reviews for
group 

members or application access. 

Reference: 

https://docs.microsoft.com/en-us/azure/app-service/scenario-secure-app-authentication-app-service 

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review 
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