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QUESTION 1

Your company plans to move all on-premises virtual machines to Azure. A network engineer proposes the Azure virtual
network design shown in the following table. 

You need to recommend an Azure Bastion deployment to provide secure remote access to all the virtual machines. 

Based on the virtual network design, how many Azure Bastion subnets are required? 

A. 1 

B. 2 

C. 3 

D. 4 

E. 5 

Correct Answer: C 

The peering network Hub VNet, VNet1 and VNet2 requires one Bastion. 

VNet3 also requires one Bastion. 

Finally, VNet3 also requires one Bastion. 

Note: 

VNet peering 

Can I still deploy multiple Bastion hosts across peered virtual networks? 

Yes. By default, a user sees the Bastion host that is deployed in the same virtual network in which VM resides.
However, in the Connect menu, a user can see multiple Bastion hosts detected across peered networks. They can
select the 

Bastion host that they prefer to use to connect to the VM deployed in the virtual network. 

Make sure that you have set up an Azure Bastion host for the virtual network in which the virtual machine scale set
resides. 

Azure Bastion requires a dedicated subnet: AzureBastionSubnet. You must create this subnet in the same virtual
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network that you want to deploy Azure Bastion to. 

Can I deploy multiple Azure resources in my Azure Bastion subnet? 

No. The Azure Bastion subnet (AzureBastionSubnet) is reserved only for the deployment of your Azure Bastion
resource. 

Reference: https://docs.microsoft.com/en-us/azure/bastion/configuration-settings#subnet 

https://docs.microsoft.com/en-us/azure/bastion/bastion-connect-vm-scale-set 

https://docs.microsoft.com/en-us/azure/bastion/bastion-faq 

 

QUESTION 2

Your company has devices that run either Windows 10, Windows 11, or Windows Server. 

You are in the process of improving the security posture of the devices. 

You plan to use security baselines from the Microsoft Security Compliance Toolkit. 

What should you recommend using to compare the baselines to the current device configurations? 

A. Microsoft Intune 

B. Local Group Policy Object (LGPO) 

C. Windows Autopilot 

D. Policy Analyzer 

Correct Answer: D 

Microsoft Security Compliance Toolkit 1.0, Policy Analyzer. 

The Policy Analyzer is a utility for analyzing and comparing sets of Group Policy Objects (GPOs). Its main features
include: 

Highlight when a set of Group Policies has redundant settings or internal inconsistencies. 

Highlight the differences between versions or sets of Group Policies. 

Compare GPOs against current local policy and local registry settings 

Export results to a Microsoft Excel spreadsheet 

Policy Analyzer lets you treat a set of GPOs as a single unit. This treatment makes it easy to determine whether
particular settings are duplicated across the GPOs or are set to conflicting values. Policy Analyzer also lets you capture
a 

baseline and then compare it to a snapshot taken at a later time to identify changes anywhere across the set. 

Note: The Security Compliance Toolkit (SCT) is a set of tools that allows enterprise security administrators to download,
analyze, test, edit, and store Microsoft-recommended security configuration baselines for Windows and other Microsoft 
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products. 

The SCT enables administrators to effectively manage their enterprise\\'s Group Policy Objects (GPOs). Using the
toolkit, administrators can compare their current GPOs with Microsoft-recommended GPO baselines or other baselines,
edit 

them, store them in GPO backup file format, and apply them broadly through Active Directory or individually through
local policy. 

Security Compliance Toolkit Tools: 

Policy Analyzer 

Local Group Policy Object (LGPO) 

Set Object Security 

GPO to Policy Rules 

Incorrect: 

Not B: Local Group Policy Object (LGPO) 

What is the Local Group Policy Object (LGPO) tool? 

LGPO.exe is a command-line utility that is designed to help automate management of Local Group Policy. Using local
policy gives administrators a simple way to verify the effects of Group Policy settings, and is also useful for managing
non-

domain-joined systems. LGPO.exe can import and apply settings from Registry Policy (Registry.pol) files, security
templates, Advanced Auditing backup files, as well as from formatted “LGPO text” files. It can export local policy to a
GPO 

backup. It can export the contents of a Registry Policy file to the “LGPO text” format that can then be edited, and can
build a Registry Policy file from an LGPO text file. 

Reference: https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-configuration-
framework/security-compliance-toolkit-10 

 

QUESTION 3

To meet the application security requirements, which two authentication methods must the applications support? Each
correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. NOTE: Each correct selection is worth one point. 

A. Security Assertion Markup Language (SAML) 

B. NTLMv2 

C. certificate-based authentication 

D. Kerberos 

Correct Answer: AD 
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A: SAML 

Litware identifies the following application security requirements: 

Identify internal applications that will support single sign-on (SSO) by using Azure AD Application Proxy. 

You can provide single sign-on (SSO) to on-premises applications that are secured with SAML authentication and
provide remote access to these applications through Application Proxy. With SAML single sign-on, Azure Active
Directory (Azure AD) authenticates to the application by using the user\\'s Azure AD account. 

D: You can provide single sign-on for on-premises applications published through Application Proxy that are secured
with integrated Windows authentication. These applications require a Kerberos ticket for access. Application Proxy uses
Kerberos Constrained Delegation (KCD) to support these applications. 

Incorrect: 

Not C: Certificate. This is not a custom domain scenario! 

If you\\'re using a custom domain, you also need to upload the TLS/SSL certificate for your application. 

To configure an on-premises app to use a custom domain, you need a verified Azure Active Directory custom domain, a
PFX certificate for the custom domain, and an on-premises app to configure. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-single-sign-on-on-
premises-apps 

https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-single-sign-on-with-kcd 

https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-custom-domain 

 

QUESTION 4

Your company is developing an invoicing application that will use Azure Active Directory (Azure AD) B2C. The
application will be deployed as an App Service web app. 

You need to recommend a solution to the application development team to secure the application from identity-related
attacks. 

Which two configurations should you recommend? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Azure AD workbooks to monitor risk detections 

B. Azure AD Conditional Access integration with user flows and custom policies 

C. smart account lockout in Azure AD B2C 

D. access packages in Identity Governance 

E. custom resource owner password credentials (ROPC) flows in Azure AD B2C 

Correct Answer: BE 
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B: Add Conditional Access to user flows in Azure Active Directory B2C Conditional Access can be added to your Azure
Active Directory B2C (Azure AD B2C) user flows or custom policies to manage risky sign-ins to your applications. Azure
Active Directory (Azure AD) Conditional Access is the tool used by Azure AD B2C to bring signals together, make
decisions, and enforce organizational policies. Not C: Credential attacks lead to unauthorized access to resources.
Passwords that are set by users are required to be reasonably complex. Azure AD B2C has mitigation techniques in
place for credential attacks. Mitigation includes detection of brute-force credential attacks and dictionary credential
attacks. By using various signals, Azure Active Directory B2C (Azure AD B2C) analyzes the integrity of requests. Azure
AD B2C is designed to intelligently differentiate intended users from hackers and botnets. 

Incorrect: 

Not D: Identity Governance though useful, does not address this specific scenario: to secure the application from
identity-related attack in an Azure AD B2C environment. 

Note: Identity Governance gives organizations the ability to do the following tasks across employees, business partners
and vendors, and across services and applications both on-premises and in clouds: 

Govern the identity lifecycle 

Govern access lifecycle 

Secure privileged access for administration 

Specifically, it is intended to help organizations address these four key questions: 

Which users should have access to which resources? 

What are those users doing with that access? 

Are there effective organizational controls for managing access? 

Can auditors verify that the controls are working? 

Note: An access package enables you to do a one-time setup of resources and policies that automatically administers
access for the life of the access package. 

Not E: In Azure Active Directory B2C (Azure AD B2C), the resource owner password credentials (ROPC) flow is an
OAuth standard authentication flow. In this flow, an application, also known as the relying party, exchanges valid
credentials 

for tokens. The credentials include a user ID and password. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory-b2c/conditional-access-user-flow
https://docs.microsoft.com/en-us/azure/active-directory/governance/identity-governance-overview
https://docs.microsoft.com/en-us/azure/active-directory-b2c/threat-management 

 

QUESTION 5

You have an on-premises network that has several legacy applications. The applications perform LDAP queries against
an existing directory service. 

You are migrating the on- premises infrastructure to a cloud-only infrastructure. 

You need to recommend an identity solution for the infrastructure that supports the legacy applications. The solution
must minimize the administrative effort to maintain the infrastructure. 
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Which identity service should you include in the recommendation? 

A. Azure AD B2C 

B. Azure Active Directory Domain Services (Azure AD DS) 

C. Azure AD 

D. Active Directory Domain Services (AD DS) 

Correct Answer: B 

Lightweight Directory Access Protocol (LDAP) is an application protocol for working with various directory services.
Directory services, such as Active Directory, store user and account information, and security information like
passwords. The service then allows the information to be shared with other devices on the network. Enterprise
applications such as email, customer relationship managers (CRMs), and Human Resources (HR) software can use
LDAP to authenticate, access, and find information. 

Azure Active Directory (Azure AD) supports this pattern via Azure AD Domain Services (AD DS). It allows organizations
that are adopting a cloud-first strategy to modernize their environment by moving off their on-premises LDAP resources 

to the cloud. The immediate benefits will be: 

Integrated with Azure AD. Additions of users and groups, or attribute changes to their objects are automatically
synchronized from your Azure AD tenant to AD DS. Changes to objects in on-premises Active Directory are
synchronized to Azure 

AD, and then to AD DS. 

Simplify operations. Reduces the need to manually keep and patch on-premises infrastructures. Reliable. You get
managed, highly available services Reference: https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/auth-ldap 
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