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QUESTION 1

You have two Azure subscriptions that use Microsoft Defender for Cloud. 

You need to ensure that specific Defender for Cloud security alerts are suppressed at the root management group level.
The solution must minimize administrative effort. 

What should you do in the Azure portal? 

A. Create an Azure Policy assignment. 

B. Modify the Workload protections settings in Defender for Cloud. 

C. Create an alert rule in Azure Monitor. 

D. Modify the alert settings in Defender for Cloud. 

Correct Answer: D 

You can use alerts suppression rules to suppress false positives or other unwanted security alerts from Defender for
Cloud. Note: To create a rule directly in the Azure portal: 

1.

 From Defender for Cloud\\'s security alerts page: 

Select the specific alert you don\\'t want to see anymore, and from the details pane, select Take action. 

Or, select the suppression rules link at the top of the page, and from the suppression rules page select Create new
suppression rule: 

2.

 In the new suppression rule pane, enter the details of your new rule. Your rule can dismiss the alert on all resources so
you don\\'t get any alerts like this one in the future. Your rule can dismiss the alert on specific criteria - when it relates to 

a specific IP address, process name, user account, Azure resource, or location. 

3.

 Enter details of the rule. 

4.

 Save the rule. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression-rules 

 

QUESTION 2

You need to investigate a potential attack deploying a new ransomware strain. 

You will perform automated actions on a group of highly valuable machines containing sensitive information. 
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There are three custom device groups. 

You are required to temporarily group the machines to perform actions on the devices. 

Which three actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Add a tag to the device group. 

B. Create a new device group that has a rank of 1. 

C. Create a new device group that has a rank of 4. 

D. Create a new admin role. 

E. Add a tag to the machines. 

F. Add the device users to the admin role. 

Correct Answer: ABE 

Reference: https://www.drware.com/how-to-use-tagging-effectively-in-microsoft-defender-for-endpoint-part-1/ 

 

QUESTION 3

DRAG DROP 

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users
named User1 and User2. 

You plan to deploy Azure Defender. 

You need to enable User1 and User2 to perform tasks at the subscription level as shown in the following table. 

The solution must use the principle of least privilege. 
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Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content. 

Select and Place: 

Correct Answer: 

 

 

QUESTION 4

You have an Azure subscription that uses Microsoft Sentinel. 
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You need to create a custom report that will visualise sign-in information over time. What should you create first? 

A. a workbook 

B. a hunting query 

C. a notebook 

D. a playbook 

Correct Answer: A 

A workbook is a data-driven interactive report in Microsoft Sentinel. You can use workbooks to create custom reports
based on data from your Azure subscription. Reference: https://docs.microsoft.com/en-us/
azure/sentinel/workbooksoverview 

 

QUESTION 5

You have a Microsoft 365 subscription that uses Microsoft 365 Defender. 

You need to identify all the entities affected by an incident. 

Which tab should you use in the Microsoft 365 Defender portal? 

A. Investigations 

B. Devices 

C. Evidence and Response 

D. Alerts 

Correct Answer: C 

The Evidence and Response tab shows all the supported events and suspicious entities in the alerts in the incident.
Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-incidents 
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