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QUESTION 1

A SysOps administrator is helping a development team deploy an application to AWS Trie AWS CloudFormat on temp
ate includes an Amazon Linux EC2 Instance an Amazon Aurora DB cluster and a hard coded database password that
must be rotated every 90 days. 

What is the MOST secure way to manage the database password? 

A. Use the AWS SecretsManager Secret resource with the GenerateSecretString property to automatically generate a
password Use the AWS SecretsManager RotationSchedule resource lo define a rotation schedule lor the password
Configure the application to retrieve the secret from AWS Secrets Manager access the database 

B. Use me AWS SecretsManager Secret resource with the SecretStrmg property Accept a password as a
CloudFormation parameter Use the AllowedPatteen property of the CloudFormaton parameter to require e minimum
length, uppercase and lowercase letters and special characters Configure me application to retrieve the secret from
AWS Secrets Manager to access the database 

C. Use the AWS SSM Parameter resource Accept input as a Qoudformatton parameter to store the parameter as a
secure sting Configure the application to retrieve the parameter from AWS Systems Manager Parameter Store to
access the database 

D. Use the AWS SSM Parameter resource Accept input as a Cloudf ormetton parameter to store the parameter as a
string Configure the application to retrieve the parameter from AWS Systems Manager Parameter Store to access the
database 

Correct Answer: A 

 

 

QUESTION 2

A company hosts a web application on an Amazon EC2 instance. The web server logs are published to Amazon
CloudWatch Logs. The log events have the same structure and include the HTTP response codes that are associated
with the 

user requests. The company needs to monitor the number of times that the web server returns an HTTP 404 response. 

What is the MOST operationally efficient solution that meets these requirements? 

A. Create a CloudWatch Logs metric filter that counts the number of times that the web server returns an HTTP 404
response. 

B. Create a CloudWatch Logs subscription filter that counts the number of times that the web server returns an HTTP
404 response. 

C. Create an AWS Lambda function that runs a CloudWatch Logs Insights query that counts the number of 404 codes in
the log events during the past hour. 

D. Create a script that runs a CloudWatch Logs Insights query that counts the number of 404 codes in the log events
during the past hour. 

Correct Answer: A 
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Explanation: This is the most operationally efficient solution that meets the requirements, as it will allow the company to
monitor the number of times that the web server returns an HTTP 404 response in real-time. The other solutions
(creating a CloudWatch Logs subscription filter, an AWS Lambda function, or a script) will require additional steps and
resources to monitor the number of times that the web server returns an HTTP 404 response. 

A metric filter allows you to search for specific terms, phrases, or values in your log events, and then to create a metric
based on the number of occurrences of those search terms. This allows you to create a CloudWatch Metric that can be
used to create alarms and dashboards, which can be used to monitor the number of HTTP 404 responses returned by
the web server. 

 

QUESTION 3

A company uses Amazon S3 to aggregate raw video footage from various media teams across the US. The company
recently expanded into new geographies in Europe and Australia. The technical teams located in Europe and Australia
reported delays when uploading large video tiles into the destination S3 bucket m toe United States. 

What are the MOST cost-effective ways to increase upload speeds into the S3 bucket? (Select TWO.) 

A. Create multiple AWS Direct Connect connections between AWS and branch offices in Europe and Australia tor He
uploads into the destination S3 bucket 

B. Create multiple AWS Site-to-Site VPN connections between AWS and branch offices in Europe and Australia for file
uploads into the destination S3 bucket. 

C. Use Amazon S3 Transfer Acceleration for file uploads into the destination S3 bucket. 

D. Use AWS Global Accelerator for file uploads into the destination S3 bucket from the branch offices in Europe and
Australia. 

E. Use multipart uploads for file uploads into the destination S3 bucket from the branch offices in Europe and Australia. 

Correct Answer: CE 

 

QUESTION 4

A company is storing backups in an Amazon S3 bucket. The backups must not be deleted for at least 3 months after the
backups are created. What should a SysOps administrator do to meet this requirement? 

A. Configure an IAM policy that denies the s3:DeleteObject action for all users. Three months after an object is written,
remove the policy. 

B. Enable S3 Object Lock on a new S3 bucket in compliance mode. Place all backups in the new S3 bucket with a
retention period of 3 months. 

C. Enable S3 Versioning on the existing S3 bucket. Configure S3 Lifecycle rules to protect the backups. 

D. Enable S3 Object Lock on a new S3 bucket in governance mode. Place all backups in the new S3 bucket with a
retention period of 3 months. 

Correct Answer: D 

To meet the requirements of the workload, a SysOps administrator should enable S3 Object Lock on a new S3 bucket in
governance mode and place all backups in the new S3 bucket with a retention period of 3 months. This will ensure that
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the backups are not deleted for at least 3 months after they are created. The other solutions (configuring an IAM policy
that denies the s3:DeleteObject action for all users, enabling S3 Object Lock on a new S3 bucket in compliance mode,
or enabling S3 Versioning on the existing S3 bucket and configuring S3 Lifecycle rules to protect the backups) will not
meet the requirements, as they do not provide a way to ensure that the backups are not deleted for at least 3 months
after they are created. 

 

QUESTION 5

An Amazon EC2 instance needs to be reachable from the internet. The EC2 instance is in a subnet with the following
route table: 

Which entry must a SysOps administrator add to the route table to meet this requirement? 

A. A route for 0.0.0.0/0 that points to a NAT gateway 

B. A route for 0.0.0.0/0 that points to an egress-only internet gateway 

C. A route for 0.0.0.0/0 that points to an internet gateway 

D. A route for 0.0.0.0/0 that points to an elastic network interface 

Correct Answer: C 
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