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QUESTION 1

A database is running on an Amazon RDS Mufti-AZ DB instance. A recent security audit found the database to be out of
compliance because it was not encrypted. Which approach will resolve the encryption requirement? 

A. Log in to the RDS console and select the encryption box to encrypt the database 

B. Create a new encrypted Amazon EBS volume and attach it to the instance 

C. Encrypt the standby replica in the secondary Availability Zone and promote it to the primary instance. 

D. Take a snapshot of the RDS instance, copy and encrypt the snapshot and then restore to the new RDS instance 

Correct Answer: D 

 

QUESTION 2

A company is hosting applications on Amazon EC2 instances. The company is hosting a database on an Amazon RDS
for PostgreSQL DB instance. The company requires all connections to the DB instance to be encrypted. What should a
SysOps administrator do to meet this requirement? 

A. Allow SSL connections to the database by using an inbound security group rule. 

B. Encrypt the database by using an AWS Key Management Service (AWS KMS) encryption key. 

C. Enforce SSL connections to the database by using a custom parameter group. 

D. Patch the database with SSL/TLS by using a custom PostgreSQL extension. 

Correct Answer: C 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PostgreSQL.Concepts.Gener al.SSL.htm 

Amazon RDS supports SSL/TLS encryption for connections to the database, and this can be enabled by creating a
custom parameter group and setting the rds.force_ssl parameter to 1. This will ensure that all connections to the
database are encrypted, protecting the data and maintaining compliance with the company\\'s requirements.l 

 

QUESTION 3

A company has a new requirement stating that all resources In AWS must be tagged according to a set policy. 

Which AWS service should be used to enforce and continually Identify all resources that are not in compliance with the
policy? 

A. AWS CloudTrail 

B. Amazon Inspector 

C. AWS Config 

D. AWS Systems Manager 
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Correct Answer: C 

 

QUESTION 4

A company wants to track its AWS costs in all member accounts that are part of an organization in AWS Organizations.
Managers of the member accounts want to receive a notification when the estimated costs exceed a predetermined
amount each month. The managers are unable to configure a billing alarm. The IAM permissions for all users are
correct. 

What could be the cause of this issue? 

A. The management/payer account does not have billing alerts turned on. 

B. The company has not configured AWS Resource Access Manager (AWS RAM) to share billing information between
the member accounts and the management/payer account. 

C. Amazon GuardDuty is turned on for all the accounts. 

D. The company has not configured an AWS Config rule to monitor billing. 

Correct Answer: B 

 

 

QUESTION 5

A SysOps administrator notices a scale-up event for an Amazon EC2 Auto Scaling group Amazon CloudWatch shows a
spike in the RequestCount metric for the associated Application Load Balancer The administrator would like to know the
IP addresses for the source of the requests. 

Where can the administrator find this information? 

A. Auto Scaling logs 

B. AWS CloudTrail logs 

C. EC2 instance logs 

D. Elastic Load Balancer access logs 

Correct Answer: D 

Explanation: Elastic Load Balancing provides access logs that capture detailed information about requests sent to your
load balancer. Each log contains information such as the time the request was received, the client\\'s IP address,
latencies, 

request paths, and server responses. You can use these access logs to analyze traffic patterns and troubleshoot
issues. 

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access- logs.html 
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