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QUESTION 1

A SysOps administrator is reviewing AWS Trusted Advisor recommendations. The SysOps administrator notices that all
the application servers for a finance application are listed in the Low Utilization Amazon EC2 Instances check. The
application runs on three instances across three Availability Zones. The SysOps administrator must reduce the cost of
running the application without affecting the application\\'s availability or design. 

Which solution will meet these requirements? 

A. Reduce the number of application servers. 

B. Apply rightsizing recommendations from AWS Cost Explorer to reduce the instance size. 

C. Provision an Application Load Balancer in front of the instances. 

D. Scale up the instance size of the application servers. 

Correct Answer: C 

 

QUESTION 2

A compliance learn requites all administrator passwords for Amazon RDS DB instances to be changed at least
annually. 

Which solution meets this requirement in the MOST operationally efficient manner? 

A. Store the database credentials in AWS Secrets Manager. Configure automatic rotation for the secret every 365 days. 

B. Store the database credentials as a parameter In the RDS parameter group. Create a database trigger to rotate the
password every 365 days. 

C. Store the database credentials in a private Amazon S3 bucket. Schedule an AWS Lambda function to generate a
new set of credentials every 365 days. 

D. Store the database credentials in AWS Systems Manager Parameter Store as a secure string parameter. Configure
automatic rotation for the parameter every 365 days. 

Correct Answer: A 

 

QUESTION 3

A company monitors its account activity using AWS CloudTrail. and is concerned that some log files are being tampered
with after the logs have been delivered to the account\\'s Amazon S3 bucket. 

Moving forward, how can the SysOps administrator confirm that the log files have not been modified after being
delivered to the S3 bucket? 

A. Stream the CloudTrail logs to Amazon CloudWatch Logs to store logs at a secondary location. 

B. Enable log file integrity validation and use digest files to verify the hash value of the log file. 
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C. Replicate the S3 log bucket across regions, and encrypt log files with S3 managed keys. 

D. Enable S3 server access logging to track requests made to the log bucket for security audits. 

Correct Answer: B 

When you enable log file integrity validation, CloudTrail creates a hash for every log file that it delivers. Every hour,
CloudTrail also creates and delivers a file that references the log files for the last hour and contains a hash of each. This
file is called a digest file. CloudTrail signs each digest file using the private key of a public and private key pair. After
delivery, you can use the public key to validate the digest file. CloudTrail uses different key pairs for each AWS region 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation- intro.html 

 

QUESTION 4

A software company runs a workload on Amazon EC2 instances behind an Application Load Balancer (ALB) A SysOcs
administrator needs to define a custom health check for the EC2 instances. What is the MOST operationally efficient
solution? 

A. Set up each EC2 Instance so that it writes its healthy/unhealthy status into a shared Amazon S3 bucket for the ALB
to read 

B. Configure the health check on the ALB and ensure that the HeathCheckPath setting s correct 

C. Set up Amazon ElasticCache to track the EC2 instances as they scale in and out 

D. Configure an Amazon API Gateway health check to ensure custom checks on aw of the EC2 instances 

Correct Answer: B 

 

QUESTION 5

A company needs to upload gigabytes of files every day. The company need to achieve higher throughput and upload
speeds to Amazon S3. 

Which action should a SysOps administrator take to meet this requirement? 

A. Create an Amazon CloudFront distribution with the GET HTTP method allowed and the S3 bucket as an origin. 

B. Create an Amazon ElastiCache duster and enable caching for the S3 bucket 

C. Set up AWS Global Accelerator and configure it with the S3 bucket 

D. Enable S3 Transfer Acceleration and use the acceleration endpoint when uploading files 

Correct Answer: D 

Enable Amazon S3 Transfer Acceleration Amazon S3 Transfer Acceleration can provide fast and secure transfers over
long distances between your client and Amazon S3. Transfer Acceleration uses Amazon CloudFront\\'s globally
distributed edge locations. https://aws.amazon.com/premiumsupport/knowledge-center/s3-upload-large-files/ 
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