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QUESTION 1

A programmer must write a piece of code to encrypt passwords and credit card information used by an online shopping
cart. The passwords must be stored using one-way encryption, while credit card information must be stored using
reversible encryption. Which of the following should be used to accomplish this task? (Select TWO)

A. SHA for passwords

B. 3DES for passwords

C. RC4 for passwords

D. AES for credit cards

E. MD5 for credit cards

F. HMAC for credit cards

Correct Answer: BD

QUESTION 2

Which of the following would Pete, a security administrator, do to limit a wireless signal from penetrating the exterior
walls?

A. Implement TKIP encryption
B. Consider antenna placement
C. Disable the SSID broadcast
D. Disable WPA

Correct Answer: B

Explanation: Cinderblock walls, metal cabinets, and other barriers can reduce signal strength significantly. Therefore,
antenna placement is critical.

QUESTION 3

A company\\'s password and authentication policies prohibit the use of shared passwords and transitive trust. Which of
the following if implemented would violate company policy? (Select TWO)

A. Discretionary access control
B. Federation
C. Single sign-on

D. TOTP
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E. Two-factor authentication

Correct Answer: AC

QUESTION 4

A bank requires tellers to get manager approval when a customer wants to open a new account. A recent audit shows
that there have been four cases in the previous year where tellers opened accounts without management approval. The
bank president thought separation of duties would prevent this from happening. In order to implement a true separation
of duties approach the bank could:

A. Require the use of two different passwords held by two different individuals to open an account

B. Administer account creation on a role based access control approach

C. Require all new accounts to be handled by someone else other than a teller since they have different duties

D. Administer account creation on a rule based access control approach

Correct Answer: C

QUESTION 5

Which of the following can affect electrostatic discharge in a network operations center?
A. Fire suppression

B. Environmental monitoring

C. Proximity card access

D. Humidity controls

Correct Answer: D
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