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QUESTION 1

An administrator receives a security alert that appears to be from one of the company\\'s vendors. The email contains
information and instructions for patching a serious flaw that has not been publicly announced. Which of the following can
an employee use to validate the authenticity if the email?

A. Hashing algorithm

B. Ephemeral Key

C. SSL certificate chain

D. Private key

E. Digital signature

Correct Answer: A

QUESTION 2

Which of the following types of cloud computing would be MOST appropriate if an organization required complete
control of the environment?

A. Hybrid Cloud
B. Private cloud
C. Community cloud
D. Community cloud
E. Public cloud

Correct Answer: B

QUESTION 3

Which of the following would be MOST appropriate to secure an existing SCADA system by preventing connections
from unauthorized networks?

A. Implement a HIDS to protect the SCADA system

B. Implement a Layer 2 switch to access the SCADA system
C. Implement a firewall to protect the SCADA system

D. Implement a NIDS to protect the SCADA system

Correct Answer: C

Firewalls manage traffic using filters, which is just a rule or set of rules. A recommended guideline for firewall rules is,
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"deny by default; allow by exception”. This means that if a network connection is not specifically allowed, it will be
denied.

QUESTION 4

A Security team wants to establish an Incident Response plan. The team has never experienced an incident. Which of
the following would BEST help them establish plans and procedures?

A. Table top exercises

B. Lessons learned

C. Escalation procedures
D. Recovery procedures

Correct Answer: D

QUESTION 5

A Windows- based computer is infected with malware and is running too slowly to boot and run a malware scanner.
Which of the following is the BEST way to run the malware scanner?

A. Kill all system processes

B. Enable the firewall

C. Boot from CD/USB

D. Disable the network connection

Correct Answer: C
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