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QUESTION 1

A security analyst has been tasked with securing a guest wireless network. They recommend the company use an
authentication server but are told the funds are not available to set this up. Which of the following BEST allows the
analyst to restrict user access to approved devices?

A. Antenna placement

B. Power level adjustment

C. Disable SSID broadcasting

D. MAC filtering

Correct Answer: D

A MAC filter is a list of authorized wireless client interface MAC addresses that is used by a WAP to block access to all
unauthorized devices.

QUESTION 2

In an environment where availability is critical such as Industrial control and SCADA networks, which of the following
technologies in the MOST critical layer of defense for such systems?

A. Log consolidation

B. Intrusion Prevention system
C. Automated patch deployment
D. Antivirus software

Correct Answer: B

QUESTION 3

An organization is working with a cloud services provider to transition critical business applications to a hybrid cloud
environment. The organization retains sensitive customer data and wants to ensure the provider has sufficient
administrative and logical controls in place to protect its data. In which of the following documents would this concern
MOST likely be addressed?

A. Service level agreement

B. Interconnection security agreement

C. Non-disclosure agreement

D. Business process analysis

Correct Answer: A
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QUESTION 4

A company has established a network-level connection with several business partners to facilitate business
transactions. Each business partner interacts with the same FOUR APPLICATION servers within the company. The
company should implement which of the following defense types to protect the remainder of the organization from those
partners?

A. DMz

B. IDS

C. VPN

D. NAC

Correct Answer: C

QUESTION 5

Which of the following is the default port for TFTP?
A. 20

B. 69

C.21

D. 68

Correct Answer: B

TFTP makes use of UDP port 69.
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