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QUESTION 1

Which of the following should be implemented to stop an attacker from mapping out addresses and/or devices on a
network?

A. Single sign on

B. IPv6

C. Secure zone transfers

D. VoIP

Correct Answer: C

C: A primary DNS server has the "master copy” of a zone, and secondary DNS servers keep copies of the zone for
redundancy. When changes are made to zone data on the primary DNS server, these changes must be distributed to
the secondary DNS servers for the zone. This is done through zone transfers. If you allow zone transfers to any server,

all the resource records in the zone are viewable by any host that can contact your DNS server. Thus you will need to
secure the zone transfers to stop an attacker from mapping out your addresses and devices on your network.

QUESTION 2

Joe the system administrator has noticed an increase in network activity from outside sources. He wishes to direct traffic
to avoid possible penetration while heavily monitoring the traffic with little to no impact on the current server load. Which
of the following would be BEST course of action?

A. Apply an additional firewall ruleset on the user PCs.

B. Configure several servers into a honeynet

C. Implement an IDS to protect against intrusion

D. Enable DNS logging to capture abnormal traffic

Correct Answer: B

QUESTION 3

Pete, the system administrator, wants to restrict access to advertisements, games, and gambling web sites. Which of
the following devices would BEST achieve this goal?

A. Firewall

B. Switch

C. URL content filter
D. Spam filter

Correct Answer: C
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URL filtering, also known as web filtering, is the act of blocking access to a site based on all or part of the URL used to
request access. URL filtering can focus on all or part of a fully qualified domain name (FQDN), specific path names,
specific filenames, specific fi le extensions, or entire specific URLs. Many URL-filtering tools can obtain updated master
URL block lists from vendors as well as allow administrators to add or remove URLs from a custom list.

QUESTION 4

Ann, a college professor, was recently reprimanded for posting disparaging remarks re- grading her coworkers on a web
site. Ann stated that she was not aware that the public was able to view her remakes. Which of the following security-
related trainings could have made Ann aware of the repercussions of her actions?

A. Data Labeling and disposal

B. Use of social networking

C. Use of P2P networking

D. Role-based training

Correct Answer: B

QUESTION 5

Joe, a security technician, is configuring two new firewalls through the web on each. Each time Joe connects, there is a
warning message in the browser window about the certificate being untrusted. Which of the following will allow Joe to
configure a certificate for the firewall so that firewall administrators are able to connect both firewalls without
experiencing the warning message?

A. Apply a permanent override to the certificate warning in the browser

B. Apply a wildcard certificate obtained from the company\\'s certificate authority

C. Apply a self-signed certificate generated by each of the firewalls

D. Apply a single certificate obtained from a public certificate authority

Correct Answer: C
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