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QUESTION 1

A company is implementing a new SIEM to log and send alerts whenever malicious activity is blocked by its antivirus
and web content filters. Which of the following is the primary use case for this scenario? 

A. Implementation of preventive controls 

B. Implementation of detective controls 

C. Implementation of deterrent controls 

D. Implementation of corrective controls 

Correct Answer: B 

Its a CompTIA tricky one like always: The reason that B is the answer is because the SIEM is simply sending alerts
[Detecting], the Antivirus is already implementing the preventive controls by blocking malicious activity, the SIEMs job is
to detect when something is prevented by the Antivirus. 

 

QUESTION 2

A security Daalyst is taking part in an evaluation process that analyzes and categorizes threat actors of real-world
events in order to improve the incident response team\\'s process. Which of the following is the analyst MOST likely
participating in? 

A. MITRE ATTandCK 

B. Walk-through 

C. Red team 

D. Purple team 

E. TAXII 

Correct Answer: C 

 

QUESTION 3

Due to unexpected circumstances, an IT company must vacate its main office, forcing all operations to alternate, off-site
locations. Which of the following will the company MOST likely reference for guidance during this change? 

A. The business continuity plan 

B. The retention policy 

C. The disaster recovery plan 

D. The incident response plan 

Correct Answer: A 
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BCP is to empower an organization to keep crucial functions running during downtime. This, in turn, helps the
organization respond quickly to an interruption, while creating resilient operational protocols. 

 

QUESTION 4

Accompany deployed a WiFi access point in a public area and wants to harden the configuration to make it more
secure. After performing an assessment, an analyst identifies that the access point is configured to use WPA3, AES,
WPS, and RADIUS. Which of the following should the analyst disable to enhance the access point security? 

A. WPA3 

B. AES 

C. RADIUS 

D. WPS 

Correct Answer: D 

Wifi Protected Setup - Even though WPS offers this convenience, it is appallingly insecure. Wireless networks with WPS
enabled are highly vulnerable to cybersecurity threats. Attackers can easily target the WPS function to steal network
passwords, regardless of how complex the password is. 

 

QUESTION 5

A company uses wireless tor all laptops and keeps a very detailed record of its assets, along with a comprehensive list
of devices that are authorized to be on the wireless network. The Chief Information Officer (CIO) is concerned about a
script kiddie potentially using an unauthorized device to brute force the wireless PSK and obtain access to the internal
network. Which of the following should the company implement to BEST prevent this from occurring? 

A. A BPDU guard 

B. WPA-EAP 

C. IP filtering 

D. A WIDS 

Correct Answer: B 

"EAP is in wide use. For example, in IEEE 802.11 (WiFi) the WPA and WPA2 standards have adopted IEEE 802.1X
(with various EAP types) as the canonical authentication mechanism." https://en.wikipedia.org/wiki/ 

Extensible_Authentication_Protocol 

The Wi-Fi Alliance added EAP-FAST (along with EAP-TLS and EAP-TTLS) to its list of supported protocols for
WPA/WPA2 in 2010. Source: 

https://jaimelightfoot.com/blog/comptia-security-wireless-security/ "EAP has been expanded into multiple versions."
?"The Wi-Fi Alliance added PEAP to its list of supported protocols for WPA/WPA2/WPA3." ?"The Wi-Fi Alliance added
EAPFAST to its list of supported protocols for WPA/WPA2/WPA3." ?"The Wi-Fi Alliance added EAP-TTLS to its list of
supported protocols for WPA/WPA2/WPA3." Excerpt From: Wm. Arthur Conklin. "CompTIA Security+ All-in-One uide 
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