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QUESTION 1

A security analyst has been asked by the Chief Information Security Officer to ?develop a secure method of providing
centralized management of infrastructure 

1.

 reduce the need to constantly replace aging end user machines 

2.

 provide a consistent user desktop expenence 

Which of the following BEST meets these requirements? 

A. BYOD 

B. Mobile device management 

C. VDI 

D. Containers ation 

Correct Answer: C 

Virtual Desktop Infrastructure (VDI) is a technology that refers to the use of virtual machines to provide and manage
virtual desktops. VDI hosts desktop environments on a centralized server and deploys them to end-users on request. 

 

QUESTION 2

A financial analyst is expecting an email containing sensitive information from a client. 

When the email arrives, the analyst receives an error and is unable to open the encrypted message. 

Which of the following is the MOST likely cause of the issue? 

A. The S/MME plug-in is not enabled. 

B. The SLL certificate has expired. 

C. Secure IMAP was not implemented 

D. POP3S is not supported 

Correct Answer: A 

S/MIME provides for cryptographic security services such as authentication, message integrity, and non-repudiation of
origin (using digital signatures). It also helps enhance privacy and data security (using encryption) for electronic
messaging. 

 

QUESTION 3
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A security analyst must enforce policies to harden an MDM infrastructure. The requirements are as follows: 

1.

 Ensure mobile devices can be tracked and wiped. 

2.

 Confirm mobile devices are encrypted. 

Which of the following should the analyst enable on all the devices to meet these requirements? 

A. Geofencing 

B. Biometric authentication 

C. Geolocation 

D. Geotagging 

Correct Answer: A 

 

QUESTION 4

Several large orders of merchandise were recently purchased on an e-commerce company\\'s website. The totals for
each of the transactions were negative values, resulting in credits on the customers\\' accounts. 

Which of the following should be implemented to prevent similar situations in the future? 

A. Ensure input validation is in place to prevent the use of invalid characters and values. 

B. Calculate all possible values to be added together and ensure the use of the proper integer in the code. 

C. Configure the web application firewall to look for and block session replay attacks. 

D. Make sure transactions that are submitted within very short time periods are prevented from being processed. 

Correct Answer: A 

 

QUESTION 5

A user reports trouble using a corporate laptop. The laptop freezes and responds slowly when writing documents and
the mouse pointer occasional disappears. The task list shows the following results 

Latest SY0-601 Dumps | SY0-601 VCE Dumps | SY0-601 Braindumps                                3 / 5

https://www.lead4pass.com/sy0-601.html
https://www.lead4pass.com/sy0-601.html
https://www.lead4pass.com/sy0-601.html


https://www.lead4pass.com/sy0-601.html
2023 Latest lead4pass SY0-601 PDF and VCE dumps Download

Which of the following is MOST likely the issue? 

A. RAT 

B. PUP 

C. Spyware 

D. Keylogger 

Correct Answer: A 
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