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QUESTION 1

Which of the following policies would permit a user to generate dynamic credentials on a database? 

A. path "database/creds/read_only_role" { capabilities = ["read"] } 

B. path "database/creds/read_only_role" { capabilities = ["generate"] } 

C. path "database/creds/read_only_role" { capabilities = ["list"] } 

D. path "database/creds/read_only_role" { capabilities = ["sudo"] } 

Correct Answer: A 

The HTTP request is a GET which corresponds to a read capability. Thus, to grant access to generate database
credentials, the policy would grant read access on the appropriate path. 

 

QUESTION 2

True or False: When encrypting data with the transit secrets engine, Vault always stores the ciphertext in a dedicated
KV store along with the associated encryption key. 

A. False 

B. True 

Correct Answer: A 

Vault doesn\\'t store the data sent to the secrets engine. The transit secrets engine handles cryptographic functions on
data-in-transit. It can also be viewed as "cryptography as a service" or "encryption as a service". The transit secrets
engine can also sign and verify data; generate hashes and HMACs of data; and act as a source of random bytes.
Reference link:- https://www.vaultproject.io/docs/secrets/transit 

 

QUESTION 3

Which Terraform command will force a marked resource to be destroyed and recreated on the next apply? 

A. terraform fmt 

B. terraform destroy 

C. terraform taint 

D. terraform refresh 

Correct Answer: C 

The terraform taint command manually marks a Terraform-managed resource as tainted, forcing it to be destroyed and
recreated on the next apply. This command will not modify infrastructure but does modify the state file in order to mark a
resource as tainted. Once a resource is marked as tainted, the next plan will show that the resource will be destroyed
and recreated. The next terraform apply will implement this change. 
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QUESTION 4

An application is trying to use a secret in which the lease has expired. What can be done in order for the application to
successfully request data from Vault? 

A. request a new secret and associated lease 

B. try the expired secret in hopes it hasn\\'t been deleted yet 

C. request the TTL be extended for the secret 

D. perform a lease renewal 

Correct Answer: A 

A lease must be renewed before it has expired. Once it has expired, it is permanently revoked and a new secret must
be requested. 

 

QUESTION 5

While Terraform is generally written using the HashiCorp Configuration Language (HCL), what another syntax can
Terraform be expressed in? 

A. JSON 

B. XML 

C. TypeScript 

D. YAML 

Correct Answer: A 

The constructs in the Terraform language can also be expressed in JSON syntax, which is harder for humans to read
and edit but easier to generate and parse programmatically. 
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