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DEMO

QUESTION 1
A BIND server should be upgraded to use TSIG. Which configuration parameters should be added, if the
server should use the algorithm hmac-md5 and the key skrKc4DoTzi/tAkllPi7JZA== ?

A. TSIG server.example.com.
algorithm hmac-md5;
secret "skrKc4DoTzi/tAkllPi7JZA==";
};

B. key server.example.com. {
algorithm hmac-md5;
secret skrKc4DoTzi/tAkllPi7JZA==;
};

C. key server.example.com. { algorithm
hmac-md5;
secret "skrKc4DoTzi/tAkllPi7JZA==";
};

D. key server.example.com. {
algorithm=hmac-md5;
secret="skrKc4DoTzi/tAkllPi7JZA==";
};

E. key server.example.com. { algorithm
hmac-md5
secret "skrKc4DoTzi/tAkI1Pi7JZA=="
};

Correct Answer: C

QUESTION 2
Which option is used to configure pppd to use up to two DNS server addresses provided by the remote
server?

A. ms-dns

B. nameserver

C. usepeerdns

D. dns

E. None of the above

Correct Answer: E

QUESTION 3
Consider the following / srv/www/ default/html/ restricted/.htaccess AuthType Basic
AuthUserFile / srv/www/ security/ site-passwd
AuthName Restricted
Require valid-user
Order deny,allow
Deny from all
Allow from 10.1.2.0/24
Satisfy any

Considering that DocumentRoot is set to /srv/www/default/html, which TWO of the following sentences are
true?

A. Apache will only grant access to http://server/restricted/to authenticated users connecting from clients
in the 10.1.2.0/24 network

B. This setup will only work if the directory /srv/www/default/html/restricted/ is configured with
AllowOverride AuthConfig Limit

C. Apache will require authentication for every client requesting connections to http://server/restricted/

D. Users connecting from clients in the 10.1.2.0/24 network won't need to authenticate themselves to
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access http://server/restricted/

E. The Satisfy directive could be removed without changing Apache behavior for this directory

Correct Answer: BD

QUESTION 4
Which ACL type in Squid's configuration file is used for authentication purposes?

A. proxyAuth

B. proxy_auth

C. proxy_passwd

D. auth

E. auth_required

Correct Answer: B

QUESTION 5
The Internet gateway connects the clients with the Internet by using a Squid proxy. Only the clients from
the network 192.168.1.0/24 should be able to use the proxy. Which of the following configuration sections
is correct?

A. acl local src 192.168.1.0/24
http_allow local

B. acl local src 192.168.1.0/24
http_access allow local

C. acl local src 192.168.1.0/24
http access allow local

D. acl local src 192.168.1.0/24
http_access_allow=local

E. acl local src 192.168.1.0/24
httpd local allow

Correct Answer: B

QUESTION 6
Which network service or protocol is used by sendmail for RBLs (Realtime Blackhole Lists)?

A. RBLP

B. SMTP

C. FTP

D. HTTP

E. DNS

Correct Answer: E

QUESTION 7
A user is on holiday for two weeks. Anyone sending an email to that account should receive an
autoresponse.

Which of the following procmail rules should be used, so that all incoming emails are processed by
vacation?

A. :0c:
| /usr/bin/vacation nobody

B. :w
| /usr/bin/vacation nobody

C. :0fc:
|/usr/bin/vacation nobody
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D. | /usr/bin/vacation nobody

E. :> |/usr/bin/vacation nobody

Correct Answer: A

QUESTION 8
An SSH port-forwarded connection to the web server www.example.com was invoked using the command
ssh -TL 80 :www.example.com:80 user@www.example.com. Which TWO of the following are correct?

A. The client can connect to the web server by typing http://www.example.com/ into the browser's address
bar and the connection will be encrypted

B. The client can connect to www.example.com by typing http://localhost/ into the browser's address bar
and the connection will be encrypted

C. The client can't connect to the web server by typing http://www.example.com/ into the browser's
address bar. This is only possible using http://localhost/

D. It is only possible to port-forward connections to insecure services that provide an interactive shell (like
telnet)

E. The client can connect to the web server by typing http://www.example.com/ into the browser's address
bar and the connection will not be encrypted

Correct Answer: BE

QUESTION 9
Which TWO of the following commands could be used to add a second IP address to eth0?

A. ifconfig eth0 - add ip 192.168.123.10

B. ifconfig eth0:1 192.168.123.10

C. ifconfig eth0 1 192.168.123.10

D. ifconfig eth0 +192.168.123.10

E. ifconfig eth0:sub1 192.168.123.10

Correct Answer: BE

QUESTION 10
What is the command to add another IP address to an interface that already has (at least) one IP address?

A. ifconfig eth0:1 192.168.1.2

B. ifconfig eth0 192.168.1.2

C. ipconfig eth0:1 192.168.1.2

D. ipconfig eth0 192.168.1.2

Correct Answer: A

QUESTION 11
Which of the following sentences is true, when using the following /etc/pam.d/login file?

#%PAM-l.0
auth required /lib/security/pam_securetty.so
auth required /lib/security/pam_nologin.so
auth sufficient /lib/security/pam_unix.so shadow nullok md5 use_authtok
auth required /lib/security/pam_ldap.so use_first_pass
account sufficient /lib/security/pam_unix.so
account required /lib/security/pam_ldap.so
password required /lib/security/pam_cracklib.so
password sufficient /lib/security/pam_unix.so nullok use_authtok md5 shadow
password required /lib/security/pam_ldap.so use_first_pass
session optional /lib/security/pam_console.so
session sufficient /lib/security/pam_unix.so
session required /lib/security/pam_ldap.so
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A. All users will be authenticated against the LDAP directory

B. This is the only file needed to configure LDAP authentication on Linux

C. Only local users will be able to log in, when the file/etc/nologin exists

D. Ordinary users will be able to change their password to be blank

E. If the control flags for auth were changed to required, local users wouldn't be able to log in

Correct Answer: D

QUESTION 12
When configuring a PPP dial-in server, which option is used (in the pppd configuration file) to enable user
authentication against the system password database?

A. login

B. auth

C. local

D. password

E. user

Correct Answer: A

QUESTION 13
Which TWO of the following statements about xinetd and inetd are correct?

A. xinetd supports access control by time.

B. xinetd only supports TCP connections.

C. xinetd is faster than xinetd and should be preferred for this reason.

D. xinetd includes support for X connections.

E. xinetd and inetd are used to reduce the number of listening daemons.

Correct Answer: AE

QUESTION 14
What is the appropriate configuration file entry to allow SSH to run from inetd?

A. ssh stream tcp nowait root /usr/sbin/tcpd sshd

B. ssh stream tcp nowait root /usr/sbin/tcpd tcpd

C. ssh stream tcpd nowait root /usr/sbin/tcpd sshd

D. ssh data tcpd nowait root /usr/sbin/tcpd sshd

E. ssh data tcp nowait root /usr/sbin/tcpd sshd

Correct Answer: A

QUESTION 15
A server is being used as a smurf amplifier, whereby it is responding to ICMP Echo-Request packets sent
to its broadcast address. To disable this, which command needs to be run?

A. ifconfig eth0 nobroadcast

B. echo "0" > /proc/sys/net/ipv4/icmp_echo_accept_broadcasts

C. iptables -A INPUT -p icmp -j REJECT

D. echo "1" > /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts

E. echo "1" > /proc/sys/net/ipv4/icmp_echo_nosmurf

Correct Answer: D

QUESTION 16
An iptables firewall was configured to use the target MASQUERADE to share a dedicated wireless
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connection to the Internet with a few hosts on the local network.

The Internet connection becomes very unstable in rainy days and users complain their connections drop
when downloading e-mail or large files, while web browsing seems to be working fine.

Which change to your iptables rules could alleviate the problem?

A. Change the target MASQUERADE to SNAT

B. Change the target MASQUERADE to DNAT

C. Change the target MASQUERADE to BALANCE and provide a backup Internet connection

D. Change the target MASQUERADE to REDIRECT and provide a backup Internet connection

E. Change the target MASQUERADE to BNAT

Correct Answer: A

QUESTION 17
Which command would release the current IP address leased by a DHCP server?

A. ipconfig /release

B. ifconfig --release-all

C. dhclient -r

D. ifconfig --release

E. pump --release

Correct Answer: C

QUESTION 18
What command can be used to check the Samba configuration file?

A. testconfig

B. testsmbconfig

C. smbtestcfg

D. smbtestparm

E. testparm

Correct Answer: E

QUESTION 19
Which of the following DNS record types is used to allow users and applications to make reverse DNS
queries?

A. CNAME

B. IN

C. PTR

D. REV

E. RIN

Correct Answer: C

QUESTION 20
Given that all users have their home directory in /home and the following directive is present in the Apache
HTTPD Server configuration file, what is the full filesystem path to the file referenced by the URL http://
server/~joe/index.html?UserDir public_html

A. /home/joe/public_html/index.html

B. /home/public_html/joe/index.html

C. /home/joe/public_html/htdocs/index.html
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D. /home/joe/apache/public_html/index.html

Correct Answer: A

QUESTION 21
Users in the ACL named sales_net must only be allowed to access to the Internet at times specified in the
time_acl named sales_time. Which is the correct http_access directive for Squid to configure this?

A. http_access deny sales_time sales_net

B. http_access allow sales_net sales_time

C. http_access allow sales_net and sales_time

D. allow http_access sales_net sales_time

E. http_access sales_net sales_time

Correct Answer: B

QUESTION 22
Which of the following is needed, to synchronise the UNIX password with the Samba password, when the
encrypted Samba password in the smbpasswd file is changed?

A. Nothing, because this is not possible.

B. Run netvamp regularly, to convert the passwords.

C. Run winbind --sync, to synchronise the passwords.

D. Add unix password sync = yes to smb.conf.

E. Add smb unix password = sync to smb.conf.

Correct Answer: D

QUESTION 23
Which of the following are Samba security modes or levels? (Choose TWO correct answers.)

A. ads

B. data

C. ldap

D. network

E. share

Correct Answer: AE

QUESTION 24
Which of the following services must be started first on an NFS server?

A. mountd

B. nfsd

C. portmap

D. statd

Correct Answer: C

QUESTION 25
Which option within the ISC DHCPD configuration file defines the IPv4 DNS server address(es) to be sent
to the DHCP clients?

A. domain-name-servers

B. domain-server

C. name-server

D. servers
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Correct Answer: A
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