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QUESTION 1

Which of the following is a drawback to using Wired Equivalent Privacy (WEP)? 

A. Wireless network overhead is excessive. 

B. Symmetric-key encryption is susceptible to cracking. 

C. The number of devices that can communicate using WEP is limited. 

D. Encryption and decryption speeds are slower compared to other protocols. 

Correct Answer: B 

 

QUESTION 2

The Internet has enabled many new anti-social activities, such as online stalking, cyberbullying, and addiction to solitary
online activities. Which choice is the most feasible way for schools and parents to reduce cyberbullying? 

A. Monitor, track and record all online activity conducted by students. 

B. Teach teens that the use of online communication is a freedom of expression. 

C. Prevent students from accessing the Internet while at school so that they learn good habits. 

D. Educate students about cyber-ethics and the consequences of questionable online behavior. 

Correct Answer: D 

 

QUESTION 3

Which of the following is generally a component of a BYOD policy? 

A. Scope of control 

B. Insurance on devices 

C. Maintenance provision 

D. Device replacement or upgrade 

Correct Answer: A 

 

QUESTION 4

Carlos is the Information Technology (IT) administrator for a small company. Over the past year, employees have been
using their personal mobile devices and smartphones for business use. This has reduced costs of purchasing new
devices for employees. Carlos is now considering whether he should stop supplying employees with company phones
and instead require all employees to use their personal smartphones for work. How can Carlos address the most
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significant security vulnerability? 

A. Develop a robust app to push security updates out to the various mobile OS devices 

B. Create an employee policy that requires employees to keep phones updated to the latest technology 

C. Create a policy that specifies acceptable use, ensuring security measures are in place for mobile devices 

D. Mandate that employees switch to the company\\'s mobile service provider to ensure security policies are enforced 

Correct Answer: C 

 

QUESTION 5

You are distributing a large video game file using BitTorrent. First, you upload the initial file and make it available via a
central server called a tracker. Other users can then connect to the tracker and download the file. Each user who
downloads the file makes it available to other users to download. The use of BitTorrent significantly reduces the original
provider\\'s hardware and bandwidth resource costs. BitTorrent is an example of what type of network? 

A. Centralized network 

B. Client-server network 

C. Peer-to-peer (P2P) network 

D. Virtual private network (VPN) 

Correct Answer: C 

 

QUESTION 6

You are a computer technician supporting a small 15-computer Internet lab. The computers are regularly used to
browse the Internet and download files. Users have recently complained that they receive error messages saying the
hard disk is full or out of space. You suspect this is a result of a large amount of temporary Internet files. Which of the
following is a way to easily delete all the temporary Internet files? 

A. Disk cleanup 

B. fdisk command 

C. chkdsk command 

D. Disk defragmentation 

Correct Answer: A 

 

QUESTION 7

Lisa is traveling on company business. She has a company-issued smartphone with 4G access. Her hotel does not
provide Internet access. What advantage does 4G provide to help her access the Internet? 
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A. She can use a 4G mobile hotspot device with her phone to connect her laptop to Wi-Fi. 

B. She can use the 4G phone to establish a VPN connection into the company network. 

C. She can use the41G phone to call and locate a public location that provides free Wi-Fl. 

D. She can use her41G phone\\'s GPS to identify another hotel that provides in-room Internet access. 

Correct Answer: A 

 

QUESTION 8

Which type of attack involves the installation of malicious code on personal computers or servers that redirects Internet
traffic from a legitimate Web site to an identical-looking but malicious imposter Web site? 

A. Pharming 

B. Spoofing 

C. Phishing 

D. Replay 

Correct Answer: A 

 

QUESTION 9

Which type of attack is a form of social engineering in which an attacker attempts to steal personal or confidential
information by sending e-mail that lures unsuspecting victims to log in to an authentic-looking but imposter Web site? 

A. Replay 

B. Phishing 

C. Spoofing 

D. Pharming 

Correct Answer: B 

 

QUESTION 10

A friend has called you about a possible computer problem because her computer is acting strangely. Sounds play
unexpectedly, the monitor turns off suddenly, the hard-drive light flashes constantly, the computer sometimes reboots
itself without warning. When you inspect your friend\\'s system, you notice that several ports are open. Which of the
following is most likely the cause of these symptoms? 

A. The computer has been infected with a polymorphic virus. 

B. The computer is experiencing a denial-of-service attack. 
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C. The computer has been infected with an illicit server. 

D. The computer has been infected by a worm. 

Correct Answer: C 
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