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QUESTION 1

You need to transfer over 12 TB of data from on-premises to your cloud account. You started copying this data over the
internet and noticed that it will take too long to complete. Without increasing the costs of your subscription, what is the
recommended way to send this amount of data to your cloud account? 

A. Use Data Transfer Service to send your data. 

B. Split the data into multiple parts and use the multipart tool. 

C. Use a 10 GB FastConnect line to send the data. 

D. Send the data over a VPN IPsec tunnel. 

E. Compress the data and use the multipart tool. 

Correct Answer: A 

References: 

Overview of Data Transfer Service 

Oracle offers offline data transfer solutions that let you migrate data to Oracle Cloud Infrastructure. Moving data over the
public internet is not always feasible due to high network costs, unreliable network connectivity, long transfer times, and 

security concerns. Our transfer solutions address these pain points, are easy to use, and provide significantly faster
data upload compared to over-the- wire data transfer. 

https://docs.cloud.oracle.com/iaas/Content/DataTransfer/Concepts/overview.htm 

 

QUESTION 2

You are implementing Oracle Cloud Infrastructure (OCI) FastConnect to access OCI public access points (e.g. ?object
storage). You want other Internet traffic from your on-premises environment to use your existing connection with your
ISP. What is the correct way to establish OCI FastConnect to access these OCI public endpoints? 

A. Configure private peering on your FastConnect link. Redistribute BGP routes learned into your existing routing table
and advertise a default from your network infrastructure to OCI. 

B. Configure private peering on your FastConnect link with a static route that points to OCI object storage service. 

C. Configure public peering on your FastConnect link with a static route that points to OCI object storage service. 

D. Configure public peering on your FastConnect link. Redistribute BGP routes learned into your existing routing table
and advertise a specific route for your network infrastructure to OCI. 

Correct Answer: D 

https://www.oracle.com/a/ocom/docs/connectivity-fast-connect-200.pdf 

 

QUESTION 3
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Which option is NOT a valid action within the Oracle Cloud Infrastructure (OCI) Block Volume service? 

A. Clone an existing volume to a new, larger volume. 

B. Restore from a volume backup to a larger volume. 

C. Shrink an existing volume in place with offline resizing. 

D. Expand an existing volume in place with offline resizing. 

Correct Answer: C 

 

QUESTION 4

You are designing a shared storage solution for your company in Oracle Cloud Infrastructure. The proposed storage
solution should allow users to create a hierarchical structure (similar to the directory structure in Linux or Windows
based 

systems). The solution should provide data encryption and a large amount of storage space. 

Which would be the best implementation strategy? 

A. Use block storage. Create and attach a large block storage volume to one compute instance. Assign a public IP to
the compute instance. Store data on the block storage and access it by connecting to the compute instance. 

B. Use object storage. Create a single namespace and multiple buckets to create the hierarchical directory structure. 

C. Use object storage. Create multiple namespaces with one bucket each. Make the buckets publicly accessible. 

D. Use file storage service. Create a file system and a mount target. Share the private IP of the mount target. 

Correct Answer: D 

 

QUESTION 5

You are designing a two-tier web application in Oracle Cloud Infrastructure (OCI). Your clients want to access the web
servers from anywhere, but want to prevent access to the database servers from the Internet. Which is the
recommended way to design the network architecture? 

A. Create public subnets for web servers and private subnets for database servers in your virtual cloud network (VCN),
and associate separate internet gateways for each subnet. 

B. Create public subnets for web servers and associate a dynamic routing gateway with that subnet, and a private
subnet for database servers with no association to dynamic gateway. 

C. Create public subnets for web servers and private subnets for database servers in your VCN, and associate separate
security lists and route tables for each subnet. 

D. Create a single public subnet for your web servers and database servers, and associate only your web servers to
internet gateway. 

Correct Answer: C 
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When you create a subnet, by default it\\'s considered public, which means instances in that subnet are allowed to have
public IP addresses. Whoever launches the instance chooses whether it will have a public IP address. You can override 

that behavior when creating the subnet and request that it be private, which means instances launched in the subnet are
prohibited from having public IP addresses. Network administrators can therefore ensure that instances in the subnet 

have no internet access, even if the VCN has a working internet gateway, and security rules and firewall rules allow the
traffic. 

There are two optional gateways (virtual routers) that you can add to your VCN depending on the type of internet access
you need: 

Internet gateway: For resources with public IP addresses that need to be reached from the internet (example: a web
server) or need to initiate connections to the internet. NAT gateway: For resources without public IP addresses that
need to 

initiate connections to the internet (example: for software updates) but need to be protected from inbound connections
from the internet. 

Just having an internet gateway alone does not expose the instances in the VCN\\'s subnets directly to the internet. The
following requirements must also be met: 

The internet gateway must be enabled (by default, the internet gateway is enabled upon creation). 

The subnet must be public. 

The subnet must have a route rule that directs traffic to the internet gateway. The subnet must have security list rules
that allow the traffic (and each instance\\'s firewall must allow the traffic). 

The instance must have a public IP address. 

 

QUESTION 6

When creating a subnet, one or more placeholder security lists are often associated with the subnet. Why? 

A. Each operator needs its own security list. 

B. Each protocol needs its own security list. 

C. Each network endpoint or instance in the subnet needs its own security list. 

D. It is not possible to add or remove security lists after a subnet is created. 

Correct Answer: C 

References: 

https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/securitylists.htm?tocpath=Services
%7CNetworking%7CAccess%20and%20Security%7C_____3 

 

QUESTION 7

You are designing a lab exercise for your team that has a large number of graphics with large file sizes. The application
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becomes unresponsive if the graphics are embedded in the application. You have uploaded the graphics to Oracle
Cloud 

Infrastructure and only added the URL in the application. You need to ensure these graphics are accessible without
requiring any authentication for an extended period of time. 

How can you achieve these requirements? 

A. Create pre-authenticated requests (PAR) and specify 00:00:0000 as the expiration time. 

B. Make the object storage bucket private and all objects public and use the URL found in the Object "Details". 

C. Make the object storage bucket public and use the URL found in the Object "Details". 

D. Create PARs and do not specify an expiration date. 

Correct Answer: C 

Pre-authenticated requests provide a way to let you access a bucket or an object without having your own credentials.
For example, you can create a request that lets you upload backups to a bucket without owning API keys. 

When you create a bucket, the bucket is considered a private bucket and the access to the bucket and bucket contents
requires authentication and authorization. However, Object Storage supports anonymous, unauthenticated access to a 

bucket. You make a bucket public by enabling read access to the bucket. 

pre-authenticated requests have to select expiration date 
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QUESTION 8

You developed a microservices based application that runs on Oracle Cloud Infrastructure (OCI) Container Engine for
Kubernetes (OKE). You want to provide access to this cluster to other team members. What should you do to provide
access to this cluster using as fewest steps as possible? 

A. Create a group in OCI Infrastructure Access Management (IAM). Create a policy to grant access to the OKE cluster.
Other team members should use OCI Cloud Shell to generate the kubeconfig into their own cloud shell environment and
access the cluster using kubectl from cloud shell. 

B. Create a group in OCI Infrastructure Access Management (IAM). Create a policy to grant access to the OKE cluster.
Create individual users and access token for each team member. Other team members should use OCI Cloud Shell to
generate the kubeconfig into their own cloud shell environment and access the cluster using kubectl from cloud shell. 

C. Create a group in OCI Infrastructure Access Management (IAM). Create a policy to grant access to the OKE cluster.
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Create a cluster role and cluster role binding to provide access to the cluster for each team member. Other team
members should install oci cli and kubectl locally on their laptop. Use the oci cli to generate the kubeconfig and use
kubectl to access the cluster. 

D. Create a group in OCI Infrastructure Access Management (IAM). Create a policy to grant access to the OKE cluster.
Other team members should install oci cli and kubectl locally on their laptop. Use the oci cli to generate the kubeconfig
and use kubectl to access the cluster. 

Correct Answer: B 

 

QUESTION 9

Which two are valid options when migrating a database from on-premise to Oracle Cloud Infrastructure? (Choose two.) 

A. snapping or cloning storage form on-premise to Oracle Cloud Infrastructure 

B. performing a backup to Oracle Cloud Infrastructure Object Storage, and then restoring to a database server on
Oracle Cloud Infrastructure 

C. performing RMAN backup to an on-premise storage device, and then shipping to Oracle Cloud Infrastructure D.
converting the Oracle database to a NoSQL database and migrating to Oracle Cloud Infrastructure by using rsync file
copy 

Correct Answer: AC 

 

QUESTION 10

Which statement is NOT true about the Oracle Cloud Infrastructure Object Storage service? 

A. Object storage resources can be shared across tenancies. 

B. Immutable option for data stored in the Object Storage can be set via retention rules. 

C. Object versioning is enabled at namespace level. 

D. Object lifecycle rules can be used to either archive or delete objects. 

Correct Answer: B 

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Object/Tasks/usingversioning.htm 

 

QUESTION 11

In which two ways does Oracle Cloud Infrastructure (OCI) file storage (FSS) differ from OCI object storage and block
volume services? (Choose two.) 

A. Block volume service is NVMe based, while FSS is not 

B. Object storage and block volume services offer default encryption, but FSS does not 

C. A file system is created within an availability domain, whereas object storage buckets exist at the region level 
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D. FSS uses the network file system (NFS) protocol, whereas block volume uses iSCSI 

Correct Answer: CD 

 

QUESTION 12

Your company is developing a new database application in Oracle Cloud Infrastructure. You need to test application
functionality including a hardware failure scenario. Since the application is still in the development phase, you want to
minimize infrastructure costs. Which database service deployment option meets this requirement? 

A. two node real application cluster (RAC) system 

B. Autonomous Data Warehouse (ADW) system as it provides auto fail over functionality 

C. two node bare metal system with data guard enabled 

D. single node bare metal system 

Correct Answer: A 

 

QUESTION 13

Which three can you achieve by using Terraform? (Choose three.) 

A. Create resources in the right order without regard to the order in the terraform plan file. 

B. Automatically re-provision the resources that are tainted or whose configuration has changed. 

C. Automatically translate a deployed infrastructure and create a plan. 

D. Automatically destroy all the resources that are in tenancy. 

E. Continuously maintain the configuration files in an instance. 

Correct Answer: ABD 

 

QUESTION 14

You are designing a high bandwidth, redundant connection between your data center and Oracle Cloud Infrastructure
(OCI). While researching for OCI FastConnect locations, you notice that you are co-located with Oracle at one of the
Oracle 

FastConnect locations in the Ashburn region. 

What is the recommended design in this scenario? 

A. Create a cross-connect group and have two or more cross-connects in that group. Create an IPsec VPN connection
on this group. 

B. Setup two IPsec connections between your data center and OCI Ashburn region. Create a OCI load balancer to
distribute the traffic across the two connections. 
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C. Create a cross-connect group and have at least two or more cross-connects in that group. Create at least two or
more virtual circuits in the group. 

D. Create a cross-connect group and have at least one cross-connect in that group. Create at least one virtual circuit in
the group. 

Correct Answer: C 

You could have multiple private virtual circuits, for example, to isolate traffic from different parts of your organization
(one virtual circuit for 10.0.1.0/24; another for 172.16.0.0/16), or to provide redundancy. 

 

QUESTION 15

Which two statements are true about the Oracle Cloud Infrastructure Object Storage Service? (Choose two.) 

A. It provides higher IOPS than Block Storage. 

B. It can be directly attached or detached from a compute instance. 

C. Data is stored redundantly only in a single AD. 

D. Data is stored redundantly across multiple availability domains (ADs) in a multi-AD region. 

E. It provides strong consistency. 

Correct Answer: DE 

 

STRONG CONSISTENCY When a read request is made, Object Storage always serves the most recent copy of the
data that was written to the system. DURABILITY Object Storage is a regional service. Data is stored redundantly
across multiple storage servers. Object Storage actively monitors data integrity using checksums and automatically
detects and repairs corrupt data. Object Storage actively monitors and ensures data redundancy. If a redundancy loss is
detected, Object Storage automatically creates more data copies. For more details about Object Storage durability, see
the Oracle Cloud Infrastructure Object Storage FAQ. CUSTOM METADATA You can define your own extensive
metadata as key-value pairs for any purpose. For example, you can create descriptive tags for objects, retrieve those
tags, and sort through the data. You can assign custom metadata to objects and buckets using the Oracle Cloud
Infrastructure CLI or SDK. See Software Development Kits and Command Line Interface for details. ENCRYPTION
Object Storage employs 256-bit Advanced Encryption Standard (AES-256) to encrypt object data on the server. Each
object is encrypted with its own key. Data encryption keys are encrypted with a master encryption key that is frequently
rotated. Encryption is enabled by default and cannot be turned off. 
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