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QUESTION 1

Which two tools would you use to manage Database Cloud Service (DBCS)? (Choose two.) 

A. psql 

B. Oracle Swingbench 

C. SQL Developer 

D. Oracle Enterprise Manager 

Correct Answer: CD 

 

 

QUESTION 2

Which DNS resource record type is used to point a host name to an IPv4 address? 

A. ALIAS 

B. A 

C. CNAME 

D. AAAA 

Correct Answer: B 

References: https://docs.cloud.oracle.com/iaas/Content/DNS/Reference/supporteddnsresource.htm?tocpath=Services%
7CDNS%7C_____2 

 

QUESTION 3

Your company is moving an Internet-facing, 2-tier web application into Oracle Cloud Infrastructure. The application must
have a highly available architecture. Which two design options would you consider? (Choose two.) 

A. Configure a Dynamic Route Gateway in your VCN and make it highly available. 

B. Configure a NAT instance in your Virtual Cloud Network (VCN). Create a route rule by using the private IP of the NAT
instance as a route target for all the private subnets in your VCN. 

C. Create an Internet Gateway and attach it to your VCN. Deploy public load balancer nodes into two Available
Domains. 

D. Place all web servers behind a public load balancer. 

Correct Answer: CD 
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QUESTION 4

Where are DB Systems backups stored by default? 

A. ASM disk group 

B. locally attached NVMe on virtual machine 

C. block volume 

D. object storage on Oracle Cloud Infrastructure 

Correct Answer: D 

 

QUESTION 5

The Oracle Cloud Infrastructure Block Volume service lets you expand the size of block and boot volumes. Which three
options below can you use to increase the size of your block volumes? 

A. Clone an existing volume to a new, larger volume 

B. You can only expand block volumes and not boot volumes 

C. C. Expand an existing volume in place with offline resizing 

D. Take a backup of your existing volume and restore from the volume backup to a larger volume 

E. E. Expand an existing volume in place with online resizing 

Correct Answer: ACD 

The Oracle Cloud Infrastructure Block Volume service lets you expand the size of block volumes and boot volumes. You
have three options to increase the size of your volumes: 

Expand an existing volume in place with offline resizing. See Resizing a Volume Using the Console for the steps to do
this. 

Restore from a volume backup to a larger volume. See Restoring a Backup to a New Volume and Restoring a Boot
Volume. 

Clone an existing volume to a new, larger volume. See Cloning a Volume and Cloning a Boot Volume. 

 

QUESTION 6

You are running a mission-critical database in Oracle Cloud Infrastructure (OCI). You take regular backups of your DB
system to OCI object storage. Recently, you notice a failed database backup status in the console. What two steps can
you take to determine the cause of the backup failure? (Choose two.) 

A. Ensure the database archiving mode is set to NOARCHIVELOG 

B. Ensure that your database host can connect to the OCI object storage 

C. Restart the dcsagent program if it has a status of stop or waiting 
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D. Make sure that the database is not active and running while backup is in progress 

Correct Answer: BC 

Database backups can fail for various reasons. Typically, a backup fails because either the database host cannot
access the object store, or there are problems on the host or with the database configuration. 

First need to determining the Problem 

In the Console, a failed database backup either displays a status of Failed or hangs in the Backup in Progress or
Creating state. If the error message does not contain enough information to point you to a solution, you can use the
database 

CLI and log files to gather more data. Then, refer to the applicable section in this topic for a solution. 

Database Service Agent Issues 

Your Oracle Cloud Infrastructure Database makes use of an agent framework to allow you to manage your database
through the cloud platform. Occasionally you might need to restart the dcsagent program if it has the status of
stop/waiting 

to resolve a backup failure. 

Object Store Connectivity Issues 

Backing up your database to Oracle Cloud Infrastructure Object Storage requires that the host can connect to the
applicable Swift endpoint. You can test this connectivity by using a Swift user. 

Host Issues 

One or more of the following conditions on the database host can cause backups to fail: 

-Interactive Commands in the Oracle Profile 

-The File System Is Full 

-Incorrect Version of the Oracle Database Cloud Backup Module 

-Changes to the Site Profile File (glogin.sql) 

Database Issues 

An improper database state or configuration can lead to failed backups. 

-Database Not Running During Backup 

- Archiving Mode Set to NOARCHIVELOG (When you provision a new database, the archiving mode is set to
ARCHIVELOG by default. This is the required archiving mode for backup operations) 

-Stuck Database Archiver Process and Backup Failures 

-Temporary Tablespace Errors 

-

RMAN Configuration and Backup Failures 
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-

RMAN Retention Policy and Backup Failures 

-Loss of Objectstore Wallet File and Backup Failures 

TDE Wallet and Backup Failures 

-

Incorrect TDE Wallet Location Specification 

-

Incorrect State of the TDE Wallet 

-

Incorrect Configuration Related to the TDE Wallet 

-Missing TDE Wallet File 

As this is not new provisioned database and already in the ARCHIVELOG , regular backups of DB system to OCI object
storage in places, so the best answers are, 

-Ensure that your database host can connect to the OCI object storage 

-Restart the database service agent 

 

QUESTION 7

What is the maximum CIDR range that can be assigned when configuring a Virtual Cloud Network? 

A. /16 

B. /26 

C. /24 

D. /8 

Correct Answer: A 

References: 

 

QUESTION 8

Which two statements are true about encryption on Oracle Cloud Infrastructure (OCI)? (Choose two.) 

A. By default, object storage and block storage are encrypted at rest. 

B. A customer is responsible for data encryption in all services of OCI. 
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C. By default, DB Systems offers an encrypted database. 

D. By default, NVMe drives are encrypted but the block volume service is not. 

Correct Answer: AC 

References: https://cloud.oracle.com/storage/object-storage/features 

 

QUESTION 9

You have a shared file system between two web servers using File Storage Service (FSS) and you were tasked to
create a backup plan for this environment to protect the data placed into the shared file system. What is the
recommended approach to create this backup using FSS features? 

A. Implement a backup policy to execute a snapshot of the shared volume. 

B. Implement a backup policy to copy data from the shared volume to object storage. 

C. Compress the data that is in the shared volume and copy it into a different folder on the boot volume disk. 

D. Use the rsync tool to send data from the shared volume to a boot volume disk. 

E. Use the rsync tool to send data from the shared volume to a block volume. 

Correct Answer: A 

 

QUESTION 10

Given: When creating multiple subnets within a Virtual Cloud Network (VCN), security lists are often made to group
common services, for example, SSH and RDP (remote access), 80 and 443 (HTTP), and so on. By default, what is the
maximum number of security lists that can be associated with a subnet upon creation? 

A. 4 

B. 2 

C. 5 

D. 3 

Correct Answer: C 

 

 

QUESTION 11

What is true about data guard set up with fast-start failover (FSFO) in Oracle Cloud Infrastructure (OCI)? 

A. The best practice for high availability and durability is to run the primary, standby, and observer in separate
availability domains (ADs). 
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B. When you configure data guard using OCI console, the default mode is set to maxprotection. 

C. You cannot create the standby DB system in a different AD from the primary DB system. 

D. You cannot use database command line interface (CLI) to set up data guard with FSFO. 

Correct Answer: A 

References: 

The best practice for high availability and durability is to run the primary, standby, and observer in separate availability
domains. The observer determines whether or not to failover to a specific target standby database 

https://docs.cloud.oracle.com/en-us/iaas/Content/Database/Tasks/usingDG.htm#ConfiguringObserverOptional 

 

QUESTION 12

What is a "transfer package" when transferring data to OCI via the OCI Data Transfer Service? 

A. A transfer package is the logical representation of the physical shipment containing the HDD transfer devices that
you ship to Oracle to upload to OCI. 

B. A transfer package is the software Oracle provides for you to prepare transfer devices for shipment to Oracle 

C. A transfer package contains the physical devices. 

D. A transfer package is the archive file that the Data Transfer Service Utility (dts) writes to the transfer device. 

Correct Answer: A 

References: https://blogs.oracle.com/cloud-infrastructure/introducing-oracle-cloud-infrastructure-data-transfer-service 

 

QUESTION 13

You are responsible for setting up access for all the cloud users of a large enterprise. You log in to the Phoenix region
and start creating users and policies. You then realize that some users might be creating resources in the Ashburn
region. Which step should you perform to enable those users? 

A. You can assign a region to each of the users at the time of creation. 

B. IAM users are global and non-admin users can add resources to any region by default. 

C. You need to log in to each region separately to create users for that particular region. 

D. IAM users are global. As an administrator, make sure that you subscribe to the Ashburn region. 

Correct Answer: D 

 

QUESTION 14

A customer has launched a compute Instance in the Virtual Cloud Network (VCN), which has an Internet gateway, a
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service gateway, a default security lists and a default route table. Customer has opened up Port 22 in the security lists
attached to the compute instance subnet, however is still unable to connect to compute instances using ssh. 

Which option would remedy this situation? 

A. Modify the route table associated with the VCN subnet in which the instance resides. Add a following route to the
route table. Destination CIDR: 0.0.0.0/0 Target: Internet Gateway (IGW) 

B. Modify the security list associated with the VCN subnet in which the instance resides. Add a stateful egress rule to
allow icmp traffic in addition to the port 22. 

C. Modify the route table associated with the VCN subnet in which the instance resides. Add a following route to the
route table. Destination CIDR: 0.0.0.0/0 Target: Dynamic Routing Gateway (DRG) 

D. Modify the route table associated with the VCN subnet in which the instance resides. Add a following route to the
route table. Destination CIDR: 0.0.0.0/0 Target: Service Gateway (SGW) 

Correct Answer: A 

You create an internet gateway in the context of a specific VCN. In other words, the internet gateway is automatically
attached to a VCN. However, you can disable and re-enable the internet gateway at any time. 

For traffic to flow between a subnet and an internet gateway, you must create a route rule accordingly in the subnet\\'s
route table (for example, destination CIDR = 0.0.0.0/0 and target = internet gateway). If the internet gateway is disabled,
that means no traffic will flow to or from the internet even if there\\'s a route rule that enables that traffic. 

For the purposes of access control, you must specify the compartment where you want the internet gateway to reside. If
you\\'re not sure which compartment to use, put the internet gateway in the same compartment as the cloud network. 

 

QUESTION 15

You have created a new compartment called Production to host some production apps. You have also created users in
your tenancy and added them to a Group called "production group". Your users are still unable to access the Production
compartment. How can you resolve this situation? 

A. Every compartment you create comes with a predefined set of policies, so no further action is needed 

B. B. Your users get automatic access to all compartments, so no further action is needed 

C. C. Write an IAM Policy for each specific user granting them access to the production compartment 

D. D. Write an IAM Policy for "production_group" granting it access to the production compartment 

Correct Answer: D 

When creating a compartment, you must provide a name for it (maximum 100 characters, including letters, numbers,
periods, hyphens, and underscores) that is unique within its parent compartment. You must also provide a description,
which is a non-unique, changeable description for the compartment, from 1 through 400 characters. 

After creating a compartment, you need to write at least one policy for it, otherwise no one can access it (except
administrators or users who have permissions set at the tenancy level). When creating a compartment inside another
compartment, the compartment inherits access permissions from compartments higher up its hierarchy. 

When you create an access policy, you need to specify which compartment to attach it to. This controls who can later
modify or delete the policy. Depending on how you\\'ve designed your compartment hierarchy, you might attach it to the
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tenancy, a parent, or to the specific compartment itself. 
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